NetSim loT

ML based classifier to detect attacks in RPL based IoT networks

Applicable Release: NetSim v15 or higher
Applicable Version(s): NetSim Standard
Project download link: https://github.com/NetSim-TETCOS/ML-classifier-loT-attack-detection-v15.0/archive/refs/heads/main.zip

The URL has the exported NetSim scenario for the examples used in this document and the python scripts to run classifiers.
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Introduction to RPL Protocol

RPL: Routing Protocol for Low-Power and Lossy Networks.
Purpose: Designed for IPv6-based routing in Low-Power and Lossy Networks (LLNs) o

Key concept: Constructs a Directed Acyclic Graph (DAG) rooted at the sink

Goal: Minimize the cost of reaching the sink from any node based on the Obijective
Function (OF)

Key Terminology:

+ DAG (Directed Acyclic Graph): A directed graph without cycles
» DAG root: Node with o outgoing edges

« DODAG ID: Unique IPv6 ID assigned to the root

» Rank: Defines node positions relative to the DODAG root

RPL implementation in NetSim is based on RFC 6550.

Control messages in RPL

RFC Reference: https://www.rfc-editor.org/rfc/rfc6550
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Objective function and Link quality

* Objective Function (OF): Determines route prioritization
» NetSim implementation: OF prioritizes routes with the best link quality

» Link quality depends on:
* Received power
» Receiver sensitivity of nodes

* Link Quality Calculation in NetSim

« Calculate in both direction (1 — 3)

Ts
» pis the received power (dBm)
* 1, is the receiver sensitivity (dBm)

« Denote as Transmit link quality, TLq and receive link quality RLq.

« Final link quality: Lqg = TLatRla



Rank calculation in NetSim

» Rank: Scalar representation of node location within DODAG

* Purpose:
* Measure distance from root
» Avoid and detect loops

* Root node always has Rank 1 (also the border router in [0T)
» The rank calculation is based on the objective function defined.

 Rank Increase Formula:

RI = (MaxIncrement — MinIncrement) X (1 — Lq)? + MinIncrement
Rank = RI + Rank(Parent)

Where:

* Rl is the Rank Increase

* MaxIncrement = 16

* Minincrement = 1 as per RFC 6550

* Lq is the Link quality

Ranklncrease = Rl
Internet

Rank = RI+ Rank(Root)

Rank = RI+ Rank(2)

DODAG with Node Ranks in an loT Network



Example calculation for better understanding

* Rank of the root node: 1,

 Parent node of S2 is the root node.

« The received power at S2 can be calculated using the following formula,

A d
P.(dBm) = P; + G; + G, + 20 log, (M) + 10 X n Xlogqg <70>

0.125

Pr(dBm)=1+0+0+2010g10<4X 314

P.(dBm) = -8
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Rank calculations in NetSim

_ TLq+RLg 0.051+0.051
N 2 B 2

RankIncrease = Floor((MaxIncrement — MinIncrement) X (1 — Lq)? + MinIncrement)

Lq = 0.051

where, Lq = 0.051, MaxIincrement = 16, and Minlncrement = 1
RankIncrease = Floor((16 — 1) x (1 — 0.051)%2 +1) = ((15 X 0.900) + 1) = floor(14.50) = 14
Rank = RankIncrease + Rank (Parent)

Rank =14+ 1 =15
* The rank of S2 is 15. We next calculate the rank for S1

» The received power at S1 can be calculated using the following formula,

0.125 8
P.(dBm) = 1+0+0+2010g10<4><314x8>+10x3xlog10<m> = —73.35

where d is the distance between s2 and root node,d, = 8,G;, G, = 0,n = 3,1 = % = 0.125m, f = 2400MHz

—73.35
-85

Link quality = 1 — ( ) =1-0.862=0.137



Rank calculations in NetSim

_ TLq+RLg  0.137 +0.137
N 2 B 2

RankIncrease = Floor((16 — 1) x (1 —0.137)%2 +1) = ((15 x 0.744) + 1)
= floor(12.16) = 12

= 0.137

Lq

In this case, the parent of S2 is S1, and the rank of S2 is 15
Rank = RankIncrease + Rank (Parent) =12 + 15 =27
The Rank of S1 is 27.

Similarly, the rank for other nodes will be calculated. The rank of a node
in NetSim can be observed through the DODAG Visualizer.

We see that the Ranks of S4, S3, S5 are 15, 28, 27 respectively
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Rank attack in RPL using NetSim

Internet

* Normal RPL process:
» Transmitter broadcasts DIO during DODAG formation Rank = 15

* Receiver updates parent list, sibling list, and rank o7

» Receiver sends DAO message with route information

. . . Rank =27 Rank =28 Rank =27
* Malicious node behavior: All nodes in the network choose their parent
* Receives DIO but doesn't update its rank based on link quality

» Advertises a fake (lower) rank Internet

» Other nodes update their rank based on this fake information

« Attack impact:
* Nodes choose malicious node as preferred parent due to lower rank
« Malicious node drops packets instead of forwarding

* Result: Zero network throughput Rank =27 Rank =28 Rank =27

Nodes 3, 4, and 5 choose parent as node 1 due
to its lower rank

Rehman et al., “Rank Attack using Objective Function in RPL for Low Power and Lossy Networks,” 2016, IEEE International Conference on
Industrial Informatics and Computer Systems (CIICS).



Rank attack in RPL using NetSim

Consider the scenario shown. The root node(LOWPAN Gateway) has rank 1. It
sends DIO messages to Sensor 5 and Sensor 7, which are within its range.

Both Sensor 5 and Sensor 7 recognize the DODAG ID of the root node. They
identify the root node as their parent.

After this, Sensor 5 and Sensor 7 transmit DAO messages to the root node.
These DAO messages help to propagate destination information upward along
the DODAG. Sensor 5 then updates its rank and broadcasts DIO messages.

However, Sensor 7 is a malicious node. It also updates its rank but advertises a
fake, lower rank after receiving the DIO message from the root node.

Sensors 6 and 4 receive DIO messages from both Sensor 5 and Sensor 7. Due
to Sensor 7's falsely advertised lower rank, Sensors 6 and 4 choose Sensor 7 as
their preferred parent.

After selecting Sensor 7 as their parent, Sensors 6 and 4 send DAO messages
and data packets to Sensor 7.But instead of forwarding the data packets, Sensor
7 drops them.
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The network topology in loT using RPL Protocol,

Pathloss Model: Log Distance, Pathloss Exponent: 2



Rank attack in RPL using NetSim

* The results can be observed in the Results window, showing
that the network has zero throughput.

 Users can also observe Packet trace that after Sensor 7
receives packets, it does not forward them, resulting in no
data packet transmission from Sensor 7.

» Additionally, users can generate the DODAG visualizer using
Python and MATLAB utilities. In the DODAG, it can be
observed that Sensor 6 and Sensor 4 have chosen Sensor 7
as their parent.

A B (& D E G H
PACKET ID - |SEGMENT_ID ~ | PACKET TYPE Y| CONTROL PACKET TYPE/APP_NAME - | SOURCE_ID ~ | DESTINATION_ID| ~ | TRANSMITTER_ID - | RECEIVER ID)
2 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
2 0 Sensing App1_SENSOR APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
3 0 Sensing Appl_SENSOR APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
3 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
4 0 Sensing App1_SENSOR_APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
4 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
5 0 Sensing App1_SENSOR APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
5 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
6 0 Sensing App1_SENSOR_APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
6 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
7 0 Sensing App1_SENSOR_APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
7 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
8 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
9 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
9 0 Sensing App1_SENSOR_APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
10 0 Sensing App1_SENSOR_APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
11 0 Sensing App1_SENSOR APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7
11 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
12 0 Sensing App2_SENSOR_APP SENSOR-6  NODE-3 SENSOR-6 SENSOR-7
12 0 Sensing App1_SENSOR_APP SENSOR-4  NODE-3 SENSOR-4 SENSOR-7

The packet trace shows that packets from Sensor-4 and
Sensor-6 are received by Sensor-7, but Sensor-7 is not
transmitting packets.

Application ID  Application Name  Source ID Destination ID Throughput (Mbp  Delay (us) Jitter (us)
1 App1_SENSOR_APP 4 3 0.000000 0.000000 0.000000
2 App2_SENSOR_APP 6 3 0.000000 0.000000 0.000000

Throughput for the two applications is zero because the malicious sensor is
collecting all the packets

S4(rank:16)

A
- ———"TOWPAN_Gafeway_1

/Maﬁ’éinus(rank:Q)

o

S6(rank:15)

S5(rank:14)

The DODAG visualizer shows that Sensor-6 and Sensor-4 are

choosing Sensor-7 as a parent node.
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Training
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Attack scenarios - Training data generation

» Created 8 scenarios with varying node counts (6 to 39)

* Malicious node count: 2, 4, 5, 6, 8, 10, 12, and 14

» Simulations run with 3 random seeds for each scenario

—————|nternet

* Enabled packet trace for all scenarios 7\5\2 T2 )
« Used a python script to calculate the number of DAO, DIO, and data s c s ‘
packets received by each sensor from packet trace. i " Malicious nodes

* Feature Extraction - a‘

1. DAO Sent R o

2. DAO Received o

3. DIO Sent &

4. DIO Received

5. Data Packets Received The network topology in loT using RPL Protocol with 2

malicious nodes

12



Data processing and Feature Visualization

« Data extraction from packet trace to Excel using Python
script

» Total dataset: 558 sensors, 5 features each

» Feature normalization process:

» Calculate max value for each feature across all
sensors

» Divide each sensor's value by the max to get 0-1
range

» Auto-labeling via Configuration.netsim: 1 for non-
malicious, 0 for malicious

DAO sent by the Sensor ~ DAO Received by the Sensor ~ Packets Received by the Senso - DIO Sent by the Sensor - DIO Received bythe Sensor - |Label | -
0.53 0.00 0.00 0.50 0.78 1.00
0.77 0.00 0.00 0.42 0.75 1.00
0.55 0.00 0.00 0.51 0.77 1.00
1.00 0.00 0.00 1.00 0.94 1.00
0.23 0.91 1.00 0.73 1.00 0.00
0.50 1.00 0.63 0.76 0.99 0.00
0.58 0.00 0.00 0.42 0.81 1.00
0.79 0.00 0.00 0.32 0.80 1.00
0.57 0.00 0.00 0.42 0.81 1.00
1.00 0.00 0.00 1.00 0.89 1.00
0.23 1.00 1.00 0.59 1.00 0.00
0.51 0.87 0.89 0.62 1.00 0.00
0.46 0.00 0.00 0.52 0.75 1.00
0.79 0.00 0.00 0.49 0.75 1.00
0.50 0.00 0.00 0.44 0.73 1.00
1.00 0.00 0.00 1.00 0.95 1.00
0.23 1.00 1.00 0.76 1.00 0.00
0.52 0.96 0.74 0.88 0.97 0.00
1.00 0.00 0.00 1.00 0.74 1.00
0.64 0.00 0.00 0.19 0.78 1.00
0.65 0.00 0.00 0.28 0.89 1.00
0.65 0.00 0.00 0.54 0.95 1.00
0.26 0.47 0.70 0.33 1.00 0.00
0.32 0.52 0.69 0.39 0.99 0.00
0.25 1.00 1.00 0.39 0.98 0.00
0.46 0.00 0.00 0.33 0.89 1.00
0.47 0.00 0.00 0.32 0.86 1.00

Training-Data + < amm

We label the sensors based on the features
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DA Messages

DA Messages

DA Messages

Feature visualization: 2 malicious nodes; 3 runs, each with a

different random seed
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Feature visualization:

different random see

DAQ Sent & Received — 5-SEED1
T

80

=17

517
sx

& S 4 S A A ) & P
Sensor 1D
DAQ Sent & Received — 5-SEED2
a - OAD Sent
9 DAD Received

1750
1500
250
1000
50 i s

1600

100

511

are

ars

Sensor 1D

L A A S A A ) & &
Sensor 1D
DAQ Sent & Received — 5-SEED3
El - OAD Sent
9 DAD Received
#
i

30000

DIO Messages
8
2

10000

DIO Messages

DIO Messages

§

malicious no

H DIO Sent & Received — 5-SEED1

des; 3 runs, each with a

= DIO Sent.
% DIO Received

Sensor ID

DIO Sent & Received — 5-SEED2

Sensor 1D

DIO Sent & Recgived — 5-SEED3
8

Sensor ID

= DIO Sent.
% DIO Received

Data Packets Received

Data Packets Received

Data Packets Received

100

5

100

Data Packets Received — 5-SEED1
7

o7

ERE I O B I
Data Packets Received — 5-SEED2
]
13
N
ERE I O B I
Data Packets Received — 5-SEED3
g
13
ERE I P N I I

16



th a

3 runs, each wi

des

IOUS NO

IC

: 6 mali

lon

t

liza

Isua
different random seed

Feature v

y
um-u.
seT Ty pst,
o1, . o]
o
o, oy o
-
g = g
& &
g g
2,
5
| |
g Y 3
F i3
2 o 8 2
i . H
£ - £
p:1 P p:1
g . 2 g a
st LS 58
@ iy EN
=
i3
‘5
5
: = g = = = g § ® & = = = =
peniamy menaeg meq peniEamy menaRg meq
E E
H H
B - B ocone
EE] EE]
2 2
1l sezar) 11 soct
st e
sonre e
sore sarzz
ez acezz
3 wort ] tart
e st
b i
w Bauez “ ouoez
& &
1 I
zsaz oz
El 3
] 2
cazse H m sivez
Cl <&
pt ccomt P veost
H crooe H secset
o szec o stz
a a
cose ctese
satwe savee
wsazt coeet
coses crees
<ost1] o
ceoam
omsar e
oease ez
rosse
i 8§ 131 ¢%3¢
= g 3 = 8 | g g
sabess3W 010 sabess3W 010
EE L EE] e
s star
e ael
P <oz
e ase
o o
m van) m et
@ @
@ @
X coz X vz
2 2 3
2 s
3 H 3
2 L .
e e
P P
g - H e
a a
g 2
a a zsT
st et
oz S
cor e
E e
o, 2oe
<o) ois
sox v
e w06
2 2 2 8 2 2 2 2
2 = g g g E 2 E 8 E E 2 g

Sensor ID

Sensor 1D

Sensor 1D

Data Packets Received — 6-SEED3

100

E E 2
peA@aEy eaRd @ea

DIO Sent & Received — 6-SEED3

200000

175000

2
=
a

g 8 g
g g 2
= 2 =
sabEsss Ol

0 DAD Receivad

W DAD Sent

DAO Sent & Received — 6-SEED3

3

iz

500

2000

1500
00

=

@

BEss3I OVa

Sensor ID

Sensor ID

Sensor 1D

17



B
400 =
3 ]
]
%ND E
2 -
= . Bof: §
g H ES i
00 N
H g3 H £

DAQ Messages.

Feature visualization: 8

different random seed

DAO Sent & Received — 8-SEED1

138

a4

- DAD Sent
1 DAD Received

1
153

>
& 4 4 vqavq"wa"q""u“"u"’«*
Sensor ID
DAO Sent & Received — 8-SEED2
1000 = 040 sent
o DAD Receivad
i
00
500 H 3 H
00
E R s -l B2 : Eog
.6 R H - § i

CECEC ST i AP I I A
Sensor 1D
DAO Sent & Received — 8-SEED3
= OAD Sent
o DAD Receivad
g
00
H
00
H
400 -
H - 3
3 oL LR
& E B gf _iE 8
] H H ° .
i B f §
20 iz 2
A H L 3
EN g A P
#
ISR o 8 9 > s 9 > >
CCHNT SN ST R . e s . S S & &

DIO Messages

BI000

5
g

DIO Messages
k1
2

20000

50000

DIO Messages.
&
g

5
H

20000

DIO Sent & Received — 8-SEED1

12000

15282

= DIO Sent
W DIO Received
o &
i g
H
H z 2 s = 7 b
&g HE i g i ¢ 8
Eoa ] . 5 &R
: e H § 2 =

Sensor ID

DIO Sent & Received — 8-SEED2

16610

54840

DIO Sent.
DI Received

14707
14730

Sensor ID

DIO Sent & Received — 8-SEED3

20338

20731

10833

D10 Sent
9 DIO Received
R g g . M
. k2 - T - i E -]
H B H 5 & = 3 o 5w

Sensor ID

malicious nodes:; 3 runs, each with a

Data Packets Received — 8-SEED1

= 2
&
o0

]
a5

Data Packets Received
- = 13 = x
45
' 2>
a0

a8 o g vd
G

=

Data Packets Received
8 ]

=

> > o
PP g p

LA Ch Ch &

Data Packets Received — 8-SEED3

100

Data Packets Received

=

* SFEFFITFFF

18



DAQ Messages.

DAQ Messages

a0

&0

H

H

100

60

H

H

00

eature visualization: 10 malicious nodes; 3 runs, each with a
ifferent random see

DAO Sent & Received — 10-SEEDL

s

220
210
2an

261
250

W DAD Sent
0 DAD Receivad

324

76
5.

S s & 0 > CIE R A > o) g
qqgu}.,.,q». “-3q~q0qsq~#s¥sq¢’,fw_‘1q g R
Sensor ID

_ DAO Sent & Received — 10-SEED2
8 - DAD Sent
9 DAD Received
H
= H
- R ¥
- i s B E
s B o - n H -
H § H
7 S 2 3 Bl H FI 3
5 i E I = = B
5 3 P £
E) Ll P

P o 8 > S s > ) >
""*"""’q" 5"“’4‘:;"’1"0;‘4"-?«*’4’-;"@ FFEFFFLFSF
Sensor 1D
- DAO Sent & Received — 10-SEED3
g DA Sent
o DAD Receivad
N H
H
i i
S o M
P b4 . & N
S ] H ] 3
g || E . s g
s 2 i g
g 2 7 N 2 s
3 2 3
2
] ol & H
b A s

%
S

Y

PR )
b’qu"

-

o

> S > o
FFIFIPLF PP
Sensor 1D

FEFPEPF ST

DIO Messages
B
H

20000

a0000

8
2

DIO Messages

B
H

6000

50000

5
g

DIO Messages
=3
2

20000

DIO Sent &

— 10-SEED1

aresz

20695

18687

21308

18303

15352

= DIO Sent.
% DIO Received

I A I R I N
Sensor ID
DJO Sent & — 10-SEED2
= DIO Sent.
3 5 9 DIO Received
H E 2
E P

ﬂ 2

ES

3 " £

H £E . H

i ] =8 d § i g

I A I R I N
Sensor ID
DIO Sent & — 10-SEED3
N E = DIO Sent.
H S % DIO Received
H g & o
. § 3
i R
s 2
b
LBl H H ERE P
R R s 3 AER R E PR B
= - 2R L g [# ly a Ea B § & ]
il ;2 s H &

%
o
%
5,
s
o

FPRPPIFPISS
Sensor ID

]

Data Packets Received
=

=

Data Packets Received
B

Data Packets Received

Data Packets Received — 10-SEEDL

Y > LR > 3
FFPTT IS s«jﬁé\_;?q-\

o
Sensor ID

Data Packets Received — 10-SEED2

Y > LR > 3
FFPIFTISSS q\’ PP g

Sensor ID

Data Packets Received — 10-SEED3

3

Sensor ID

S0 o8 D g - > A 5
a‘k“)q‘q‘u‘y"é"ﬁ*q‘ FFdFFFFLPETS

19



DAQ Messages.

1000

DAQ Messages.

DAO Sent & Received — 12-SEEDL

a9 vs e
SIFFFFIFS

o 4
Sensor 1D

DAO Sent & Received — 12-SEED2

L )
& Lot 8 g

W DAD Sent
0 DAD Receivad

s > o op o
AELFIFIFFFS

1000

2 9
L

DAO Sent & Received — 12-SEED3

W DAD Sent
0 DAD Receivad

P e A D b A > )
FPFPFFISILFPPIFIFPPRFFFPFF S
Sensor 1D

a9 va e
SIFFFFIFS

A
o 4
Sensor 1D

L )
& Lot 8 g

W DAD Sent
0 DAD Receivad

s > o op o
AELFIFIFFFS

8
g

DIO Messages

¥
2

000

DIO Messages
8
2

8
g

DIO Messages

¥
2

DIO Sent &

— 12-SEED1

21105

s

14777

(3

20579,

= DIO Sent.
% DIO Received

A

Data Packets Received

> A
& L FIAFAPFFFIITIFIE P g g
Sensor ID
DIO Sent & — 12-SEED2
- DD Sent
- D0 Recved
3 H
H g
]
N A
x H
i LI B - i:
A g 3 i E

Data Packets Received

7]
s

&g

LK) > oD
L g g

o
Sensor ID

Rl A L

@ £ P FPEAPERI PP PP RRFIP TIPS
Sensor ID
DIO Sent & — 12-SEED3
- DIO Sent
g o DIO Received
3
i H
H
8
i,
il g Pyl PN i
58 E

A

Y

Data Packets Received

Feature visualization: 12 malicious nodes: 3 runs, each with a
different random seed

Data Packets Received — 12-SEEDL

1 3
100
L)
[} = N 2
40 =

3 3 B

i

E = 5 =
0

?&QQPafﬁﬁﬁfﬁﬁﬁﬁfﬁﬁﬂﬁfﬁfﬁiﬁﬁfﬁﬁﬁﬁf
Sensor ID
Data Packets Received — 12-SEED2
1 =
100
[}
L)
g R
« 3 - LA ]
3
ki
20 1 i &
0
PEPLPPPIID IS SFEFIPFPF FEFASI AP
Sensor ID
Data Packets Received — 12-SEED3
1 E]
100
]

E
“

a1
3
"
E

P

b ) s 8 0 N URPCIIN I 3 b A g o
PRPRPPIIIDII DI DI D I DD DD S
Sensor ID

£
e

20



Feature visualization:

different random see
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Classifier Training

Features data was used to train the following classifiers:
* K-Nearest Neighbor

* Naive Bayes

» Support Vector Machine

» Logistic Regression
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Inference
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Inference and Test Scenarios

Created 6 new scenarios with different node counts (9 to 42)
Malicious node count: 3, 7, 9, 11, 13, and 15

Simulations run with 3 random seeds for each scenario

T 2 aé 7 6
- T \er) 12 D — Internet

\
s2 LOWPAN_Gateway_8 Router_7 Wired_Node_6
4 5
e o i _ Malicious nodes
&
5 ) S5 3 {
L . v ,
Malicious node ] - 5 - Il
T =)
> ’ N Te
\ 7 3 S10 =
St _:-e) = 1 'E:\
i )] I
“ S12
S3

The network topology in loT using RPL Protocol includes 3 malicious nodes
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Feature visualization: 3 malicious nodes; 3 runs, each with a
different random see
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Feature visualization: 9 malicious no

different random seed
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DAQ Messages.

DAQ Messages.

Feature visualization: 11 malicious nod

different random seed
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Feature visualization:
different random see
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500

Feature visualization: 15 malicious nodes: 3 runs, each with a
different random seed
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Confusion matrix

Confusion matrix summarizes the performance of a machine learning model on a set of test data.
» Displays the number of accurate and inaccurate instances based on the model’s predictions.
+ Used to measure the performance of classification models

Confusion matrix components:
» True Positive (TP): Predicted as positive, and it actually is positive.
» True Negative (TN): Predicted as negative, and it actually is negative.
» False Positive (FP): Predicted as positive, but it is actually negative.
» False Negative (FN): Predicted as negative, but it is actually positive

Performance metrics:
» Accuracy: The overall correct predictions (TP + TN) divided by the total number of instances.

» Precision: The number of true positives divided by the total number of predicted positives (TP + FP).

* Recall: The number of true positives divided by the total number of actual positives (TP + FN).
* F1 Score: The harmonic mean of precision and recall, providing a balance between the two.
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Predicted Values

Positive

Negative

Confusion Matrix: Accuracy, Precision, F1 Score, Recall

Confusion Matrix : SVvVM

Confusio

n Matrix : NaiveBayes

Positive

Negative
Actual Values

Metric Value
AcCcuracy 0.9903
Precision 1.0000

Recall 0.9854
F1l Score 0.9926

Predicted Values

Positive

Negative

168

Positive

Neg:lntive
Actual Values

Metric Value
AcCcuracy 0.9884
Precision 0.9828

Recall 1.0000
F1l Score 0.9913
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Predicted Values

Positive

Negative

Confusion Matrix : LogisticRegression

Confusion Matrix: Accuracy, Precision, F1 Score, Recall

Confusion Matrix : KNN

2
27 147
Positive Negative
Actual Values

Metric Value
AcCcuracy 0.9438
Precision 0.9264

Recall 0.9942
F1l Score 0.9591

Predicted Values

Positive

Negative

10

164

Positive

Neg:lntive
Actual Values

Metric Value
AcCcuracy 0.9806
Precision 0.9716

Recall 1.0000
F1l Score 0.9856
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Comparison and Future Work

Classifier Tr.u.e Tru.e Fa.l.se Fals.e Accuracy Precision
Positives Negatives Positives Negatives
Naive Bayes 337 174 0 3} 0.9903 1.0000 0.9854 0.9926
KNN 342 164 10 0 0.9806 0.9716 1.0000 0.9856
Logistic Regression 340 147 27 2 0.9438 0.9264 0.9942 0.9591
SVM 342 168 6 0 0.9884 0.9828 1.0000 0.9913

Key Observations

» High Precision (>94%): Low false positive rate; malicious classifications are likely correct.

* Near-Perfect Recall (299.69%): Classifiers rarely miss malicious nodes.

* Robust F1 Scores (>0.97): Well-balanced performance in identifying threats and avoiding false alarms.

Future Work
» Testing with larger networks
» Exploring other types of IoT network attacks

Choukri et al., “RPL rank attack detection using Deep Learning,” 2020 International Conference on Innovation and Intelligence for

Informatics.
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Appendix: How-to-Guide
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Configure once — run scripts in this order

Script / File

What it does

1 BatchAutoSimulation.bat

2 FeatureCount.py

3 Normalize.py

4 DataClassifier.py

5 confusion.py

6 PlotFeatures.py

Runs NetSim CLI for every .netsim scenario; writes Packet Trace.csv per folder

Reads Packet Trace.csv; counts DAO/DIO Sent & Received + Data Packets Received per sensor -
Sensor_Message Counts.csv

Normalises counts 0-1; auto-labels sensors as malicious (0) / normal (1) via Configuration.netsim -
training_data.xIsx, test_data.xlsx

Trains SVM, Naive Bayes, Logistic Regression, KNN on training data; predicts test data — SVM.xIsx,
NaiveBayes.xlIsx, ...

Generates confusion-matrix images + Accuracy / Precision / Recall / F1 metrics table PNGs per
classifier

Bar charts of DAO / DIO / Data Received per sensor for every scenario & seed; malicious sensor IDs
shown in red



Output Folder Structure

To generate the Confusion Matrix, follow these steps:

Open the scripts folder present along with .netsimexp and
run BatchAutoSimulation.bat first.

Run the Python scripts in the order shown in the pipeline
slide.

Before running any script, set the WORKSPACE_ROOT
variable in each Python file to match your local workspace
path:

«  WORKSPACE_ROOT = r"C:\...\Attack-detection-loT-v15"

Ensure the simulation folders are named Training-Samples
and Test-Samples.

The Python scripts will generate the output files required to
produce the Confusion Matrix results shown in the previous
slide.

Attack-detection-IoT-v15/

— scripts/

— BatchAutoSimulation.bat
— FeatureCount.py

— Normalize.py

— DataClassifier.py

— confusion.py

— PlotFeatures.py

— output/
— data/
— training_data.xlsx (558 sensors, labelled)
— test data.xlsx (516 sensors, labelled)
— SVM.x1lsx

— NaiveBayes.x1lsx
— LogisticRegression.xlsx
— KNN.x1sx

— plots/
— cM_SvM.png  CM_NaiveBayes.png CM_*.png
F—— Metrics_SVM.png  Metrics_NaiveBayes.png

}—— DAO/ Tr_2-SEED1.png .. Te_15-SEED3.png (42 files)
F—— DIO/ Tr_2-SEED1.png .. Te_15-SEED3.png (42 files)
L— Data/ Tr_2-SEED1.png .. Te_15-SEED3.png (42 files)

F—— Training-Samples/ (24 folders: 2/4/5/6/8/10/12/14 malicious x 3
seeds)

L— Test-Samples/ (18 folders: 3/7/9/11/13/15 malicious x 3
seeds)
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  L q   =   T L q + R L q 2


  R I =  (  M a x I n c r e m e n t   − M i n I n c r e m e n t ) ×    (  1 − L q ) 2 + M i n I n c r e m e n t


  R a n k = R I + R a n k ( P a r e n t )


  R I


  L q


  ,


   P r  (  d B m ) =  P t   +  G t +    G r + 20       log  10 ⁡   (   𝜆  4 𝜋 d 0 ) + 10   × 𝜂   ×     log  10 ⁡   (     d 0 d )  


   P r  (  d B m ) = 1 + 0 + 0 + 20     log  10 ⁡   (    0 . 125  4 ×   3 . 14   ×   8 ) + 10   ×   3   ×       log  10 ⁡   (   8  49 . 08 )


   P r  (  d B m ) = − 80 . 74


   P t = 1 m W   ,


  d  


  37 . 32 m


     d 0 = 8 ,     G t = 0 ,      G r = 0 ,       𝜂 = 3


  𝜆 =  c f = 0 . 125 m ,   f = 2400 M H z  


  L q =    (  1 −    P t   r s ) = 1 −  (    − 80 . 74  − 85 ) = 1 − 0 .   949 = 0 . 051


  L q =   T L q + R L q 2 =   0 . 051 + 0 . 051 2 = 0 . 051


  R a n k I n c r e a s e = F l o o r (  (  M a x I n c r e m e n t   − M i n I n c r e m e n t ) ×    (  1 − L q ) 2 + M i n I n c r e m e n t )


  R a n k I n c r e a s e = F l o o r (  (  16 − 1 )   ×  (  1 − 0 . 051 ) 2 + 1 ) =  (  ( 15 × 0 . 900 ) + 1 ) =   f l o o r ( 14 . 50 ) =   14


  R a n k = R a n k I n c r e a s e + R a n k   ( P a r e n t )


  R a n k = 14 + 1 = 15


  ,


   P r  (  d B m ) = 1 + 0 + 0 + 20     log  10 ⁡   (    0 . 125  4 × 3 . 14 × 8 ) + 10 × 3 ×     log  10 ⁡   (   8  27 . 85 ) = − 73 . 35


  d  


  ,  d 0 = 8 ,  G t ,  G r = 0 , 𝜂 = 3 ,   𝜆 =  c f = 0 . 125 m ,   f = 2400 M H z  


  L i n k   q u a l i t y = 1 −  (    − 73 . 35  − 85 ) = 1 − 0 . 862 = 0 . 137


  L q =     T L q + R L q 2   =     0 . 137 + 0 . 137 2 = 0 . 137


  R a n k I n c r e a s e = F l o o r (  (  16 − 1 )   ×  (  1 − 0 . 137 ) 2 + 1 ) =  (  ( 15 × 0 . 744 ) + 1 ) = f l o o r ( 12 . 16 ) = 12


  R a n k = R a n k I n c r e a s e + R a n k   ( P a r e n t )

