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1 Introduction to Network simulation and

1.1

NetSim

Intr oduction to NetSim (Level 1)

1.1.1 Simulation environment and workflow

NetSim is a network simulation tool that allows you to create network scenarios, model traffic,

design protocols and analyze network performance. Users can study the behavior of a network

by testing combinations of network parameters. The various network technologies covered in

NetSim include:

>~

> > > > > > > D> D> D

> >

A

Internetworks - Ethernet, WLAN, IP, TCP

Legacy Networks - Aloha, Slotted Aloha

Cellular Networks - GSM, CDMA

Mobile Ad hoc Networks - DSR, AODV, OLSR, ZRP

Wireless Sensor Networks - 802.15.4

Internet of Things - 6LOWPAN gateway, 802.15.4 MAC / PHY, RPL
Cognitive Radio Networks - 802.22

Long-Term Evolution Networks 1 LTE

VANETs i IEEE 1609

5G NR - LTE NR

Satellite Communication Networks - TDMA

Software Defined Networking i Open flow protocol

Advanced Routing and Switching - VLAN, PIM, L3 Switch, ACL and NAT
UWAN i Slotted Aloha

The NetSim home screen is as shown below see Figure 1-1. Click on the network type you

wish to simulate.
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[ NetSimbome
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se Settings
A
Support Leam

Figure 1-1: NetSim Home Screen
Network Design Window: A user would enter the design window upon selecting a network
type in the home screen. The NetSim design window GUI see Figure 1-2. It enables users to
model a network comprising of network devices like switches, routers, nodes, etc., connect
them through links, and model application traffic to flow through the network. The network
devices shown in the palette are specific to the network technologies chosen by the user.

N File  Options  Help | Network: Internetworks | Workspace: Default

}4{ Create Scenario ?} Set Traffic [I_:‘l Configure Reports L& Show/Hide Info

[§ soe @ ] Wired Nade (%3] 12 Switen o N [O) Devices Links
—_ Hm ¥ \
l:-—J Close g Wireless Nede \*\ L3 Switch - —K © Applications

File Run Simulation MNode Switch Access Point Router Wired/Wireless Links Rapid Cenfigurator

1] 50 100 150 200 250 300 350 400 450
0 ! ! ! ! ! 1 1

-] -

-7 Wirgless_Mode S

| SEt
1 1 2 3 | o N
00 4 (=, AR S S R g
2 v 3 \n/ 1 0000 | 1
1 ‘Wired_Mode_1 L2_Switch_2 Router_3 Access_Point_d hEs ~. ‘Wireless_Node_§
17~

Wireless_Node_7

Figure 1-2: Network Design Window
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Description:

1. File - In order to save the network scenario before or after running the simulation into the
current workspace,

A Click on File A Save to save the simulation inside the current workspace. Users can
specify their own Experiment Name and Description (Optional).

A Click on File A Save As to save an already saved simulation in a different name after
performing required modifications to it.

A Click on Close, to close the design window or GUI. It will take you to the home screen of
NetSim.

2. Help - Help option allows the users to access all the help features.

A Video Tutorials 1 Assists the users by directing them to our dedicated YouTube
Channel i T E T C Ovhére we have lots of video presentations ranging from short to
long, covering different versions of NetSim up to the latest release.

A Answers/FAQ i Assists the user by directing themtoour i Net Si m Supp,ort Por
where one can find a well-structured A Kn o wl e d g e comziatingead answers or
solutions to all the commonest queries which a new user can go through.

A Raise a Support Ticket T Assists the user by directing themtoouri Net Si m Support
Por t,aHere onecanfi Sub mi t aorin dtherkverdsdaise his/her query, which
reaches our dedicated Helpdesk and due support will be provided to the user.

A User Manual i Assists the user with the usability of the entire tool and its features. It
highly facilitates a new user with lots of key information about NetSim.

A Source Code Help 1 Assists the user with a structured documentation for i Net Si m
Sour ce Co dwhichthelps phé users who are doing their R&D using NetSim with
a structured code documentation consisting of more than 5000 pages with very much
ease of navigation from one part of the document to another.

A Open-Source Code i Assists the user to open the entire source codes of NetSim
protocol libraries in Visual Studio, where one can start initiating the debugging process
or performing modifications to existing code or adding new lines of code. Visual Studio
Community Edition is a highly recommended IDE to our users who are using the R&D
Version of NetSim.

A Experiments 1 Assists the user with separate links provided for 30+ different
experiments covering almost all the network technologies present in NetSim.

A Technology Libraries 1 Assists the user by directing them to a folder comprising of

individual technology library files comprising all the components present in NetSim.

Below the menu options, the entire region constitutes the Ribbon/Toolbar using which the

following actions can be performed:

© TETCOS LLP. All rights reserved Page 7 of 444
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A Click and drop network devices and right click to edit properties.

A Click on Wired/Wireless links to connect the devices to one another. It automatically
detects whether to use a Wired/Wireless link based on the devices we are trying to
connect.

A Click on any Application from Set Traffic tab to configure different types of applications

and generate traffic.

>

Click on Plots, Packet Trace, and Event Trace from Configure reports tab to generate

metrics to further analyze the network performance.

>

Click on Run to perform the simulation and specify the simulation time in seconds.

>

The Show/hide tab is mainly used to display various parameters like Device Name, IP,
etc., to provide a better understanding especially during the designing of the scenario.

Results Window: Upon completion of simulation, Network statistics or network performance
metrics reported in the form of graphs and tables. The report includes metrics like throughput,

simulation time, packets generated, packets dropped, collision counts etc. see Figure 1-3 and

[F simulation Resuts - x
X =
View Network Export Results Additional Metrics

= Application Metrics

= Link Metrics .
- Plots Application ID__ Application Name _ Source ID Destination ID_ Throughput (Mbps _ Delay (js) Jitter (us)  Packets Generated Packets Received Payload generated Payload received (t
& Logs 1 App1_CBR 5 7 0.584000 3657.895440 296.558557 500 500 730000 730000
€3 Traces
7 Packet Capture }Eir!l:‘;l\flegrifs

{4 Saved Plots
Packets Transmitted Packets Errored Packets Collided

Link ID oato Contal Date Contral Dot Contral Bytes Transmitted (B Payload Transmitted Overhead Transmitte
Al 1000 3012 0 0 0 0 1648580 1460000 188580
1 1000 3012 0 0 0 o 1648580 1460000 188580
H 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0
Plots
itk on the desirzd piot Than in the piots madule chosse the desired spplization link device, etz o visusiize.

Application Performance

Throughput vs Time

Open: Plats Module

Figure 1-3: Results Window
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Application Throughput vs. Time
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Figure 1-4: Application Throughput Plot

Description:

1. Inthe Simulation Results, clicking on a particular metrics will highlight the respective metrics
window in the Centre.

2. Clicking on links in a particular metric link like Plots, Logs, Traces will open the respective
files in a separate window.

3. Click on Packet trace / Event trace to open the csv file which will provide in depth analysis
on each Packets / Events.

4. Users can click on Additional metrics on the top ribbon to view the additional metrics table.
1.1.2 How does a user create and save an experiment  in workspace?

To create an experiment, select New simulation-> <Any Network> in the NetSim home screen

Figure 1-5.
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Figure 1-5: NetSim Home Screen

Create a network and save the experiment by clicking on File->Save button on the top left.

Options

Help

Save As.,

Close

Ctrl+5 et
Ctrl+5hift+5

Alt+F4

- p=a- 4=

Figure 1-6: Save the network using file option

1 Interet of Things

Festures WSN. RPL and SLOWPAN with MANET
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A save popup window appears which contains experiment name, workspace path and
description see Figure 1-7.

w

| 55 Save Experiment

Select the experiment files you wish to save
The experiment files will be saved in the current werkspace. If you wish to save the experiment into a
different location in your system, first save the experiment and then use the export experiment
option available in NetSim Home > Your Work.

Current Workspace: Cr\Users\ADMIN\Downloads\Default-Workspace

Select files to save

+| Configuration files
Metrics files (If available)

Trace files (If available)

Log files (If available)
Plot definitions (if selected)

Total save size = 12,4025 MB

© TETCOS LLP. All rights reserved

Experiment Name

Experiment-1

(Special characters and whitespace are not allowed. Max 75 characters)

Description

Description about the experiment

Save Cancel

Figure 1-7: NetSim Save Window
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Specify the Experiment name and description (optional) and then click on save. The
workspace path is non-editable. Hence all the experiments will be saved in the default
workspace path. After specifying the experiment name click on save.

In our example we saved with the name MANET and this experiment can be found in the
default workspace path see below Figure 1-8.

4\ » ThisPC » Documents » MetSim > Workspaces » Default
MName Date modified Type Size
3F Quick access
bin_x64 24-11-2021 14:10 File folder
@ OneDrive - Personal MANET 24-11-202114:11 File folder
+ [ This PC srC 24-11-2021 14:10 File folder
E Experimentinfo.xml 24-11-2021 1470 AML File 1 KB

W 3D Objects

Figure 1-8: NetSim Default Workspace Path
Users can also see the saved experiments in fiYour workdmenu shown below Figure 1-9.

= ChUsers\Hanuman\Documents\NetSim\Waorkspaces\Default

New Simulation Cirl=N Name Date Modified Network Type Size

Your Work Ctrl+0 I £ MANET Nov 24 2021, 14:11:12 PM Mobile_Adhoc_Metworks 127.91 KB I

Examples

Experiments

Figure 1-9: Your Work Menu
i Sav e opliads also available to save the current experiment with a different name.

1.1.3 Typical sequence of steps to perform the experiments provided in this

manual

The typical steps involved in doing experiments in NetSim are:

A Network Set up: Drag and drop devices and connect them using wired or wireless links.

A Configure Properties: Configure device, protocol, or link properties by right clicking on
the device or link and modifying parameters in the properties window.

A Model Traffic: Click on the Application icon present in the Set Traffic tab and set traffic
flows.

A Enable Trace/Plots (optional): To enable Packet Trace, Event Trace and Plots click on
Configure Reports tab and select the respective icons to enable. Packet trace logs
packet flow, event trace logs each event (NetSim is a discrete event simulator) and the
Plots button enables charting of various throughputs over time.

A Save/Save As/Open/Edit: Click on File A Save / File A Save As to save the
experiments in the current workspace. Saved experiments can then opened from NetSim
home screen to run the simulation or to modify the parameters and again run the

simulation.

NOTE: Example Configuration files for all experiments would available where NetSim has been installed. This

directory is (<NetSim Install Directory>\Docs\Sample Configuration\NetSim Experiment Manual)

© TETCOS LLP. All rights reserved Page 11 of 444



Ver 14.4

1.2 Understand the working of basic networking commands
- Ping, Route Add/Delete/Print, ACL (Level 1)

1.2.1 Theory

NetSim allows users to interact with the simulation at runtime via a socket or through a file.
User Interactions make simulation more realistic by allowing command execution to

view/modify certain device parameters during runtime.
1.2.1.1 Ping Command

A The ping command is one of the most often used networking utilities for troubleshooting
network problems.

A You can use the ping command to test the availability of a networking device (usually a
computer) on a network.

A When you ping a device, you send that device a short message, which it then sends
back (the echo)

A If you receive a reply then the device is in the Network, if you do not, then the device is
faulty, disconnected, switched off, or incorrectly configured.

1.2.1.2 Route Commands
You can use the route commands to view, add and delete routes in IP routing tables.

A route print: In order to view the entire contents of the IP routing table.
A route delete: In order to delete all routes in the IP routing table.
A route add: In order to add a static TCP/IP route to the IP routing table.

1.2.1.3 ACL Configuration

Routers provide basic traffic filtering capabilities, such as blocking the Internet traffic with
access control lists (ACLs). An ACL is a sequential list of Permit or Deny statements that
apply to addresses or upper-layer protocols. These lists tell the router what types of packets
to: PERMIT or DENY. When using an access-list to filter traffic, a PERMIT statement is used

todl al | toaffid while a DENY statementisusedto il b | o wakia
1.2.2 Network setup

Open NetSim and click on Experiments> Advanced Routing> Basic networking
commands Ping Route Add/Delete/Print and ACL then click on the tile in the middle panel

to load the example as shown in below Figure 1-10.

© TETCOS LLP. All rights reserved Page 12 of 444
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Commands to configure ACL
+ To view ACL syntax: ac! print

- Before using ACL, we must first verify whether ACL option
enabled. A common way to enable ACL is to use command:
ACL Enable

- Enter configuration mode of ACL: aclconfig
- To view ACL Table: Print
+ Te exit from ACL cenfiguration: exit

- To disable ACL: ACL Disable (use this command afier exit
from ACL Configuration)

mants D ettu izery, setap resus snd S 5 o Than i an e in the middle panal 3 laad the simuistion, Clt 2 the Bosi cen 2n the IR (Dxpadment) penal o visw

Figure 1-10: List of scenarios for the example of Basic networking commands Ping Route
Add/Delete/Print and ACL

NetSim Ul displays the configuration file corresponding to this experiment as shown below
Figure 1-11.

A7)
"3

Rnuter_/A\

Interface_1 (WAN) : 11.0.0.2 GW:
Interface 2 (WAN) : 11.0.0.11 GW:
3

5
<

Interface_1 (Ethernet) : 192.168.0.1 GW:
Interface_2 (WAN) : 11.0.0.3 GW:

1 Interface_3 (WAN) : 11.0.0.19 GW:

R
Rnugs\
Interface_1 (WAN) : 11.0.0.10 GW:

Interface_2 (Ethernet) : 192.169.0.1 GW:

Interface_3 (WAN) : 11.0.0.18 GW:

1 2
App1.CBR

Wired_Node_1 Wired_Node 2
Interface_1 (Ethernet) : 192.168.0.2 GW:192.168.0.1 Interface_1 (Ethernet) : 192.169.0.2 GW:192.169.0.1

Figure 1-11: Network set up for studying the Basic networking commands: Ping, Route
Add/Delete/Print, and ACL

1.2.3 Procedure
The following set of procedures were done to generate this sample:

Step 1: A network scenario is designed in NetSim GUI comprising of 2 Wired Nodes and 3
Routersinthefi | nt e r n e Network libsary.

Step 2: Click on Wired Node 1 and then open right-side property panel .In the Network Layer
properties of Wired Node 1, il CMP S isadt as IRUE.

Similarly, ICMP Status is set as TRUE for all the devices as shown Figure 1-12.
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x“’ ‘Wired_Node_1 Properties - X

Sy /isﬁ ® @; E]:-

> General

&> Position

> Application Layer

B> Transport Layer

4 Network Layer

4 [Pvd

ICMP Status TRUE v
ICMP Continuous Polling Time (s) 3
Static IP Route Disable v
IGMP Status FALSE v
Pracessing Delay (us) o]

Figure 1-12: Network Layer properties of Wired Node 1
Step 3: Click on Wired Node 1 and then open right-side property panel. In the General

properties of Wired Node 1, Wireshark Capture is set as Online .

Step 4: Configure an application between any two nodes by selecting a CBR application from
Wired Node 1 i.e., Source to Wired Node 2 i.e., Destination from Set Traffic tab in the ribbon.
Click on the application, expand the right-side property panel and set Transport Protocol to

UDP and Set Packet Size: 1460 Bytes, Inter Arrival Time remaining 233.6ps

Additionally, thefi St ar t Tparametérss pedto 30, while configuring the application. This
time is usually set to be greater than the time taken for OSPF Convergence (i.e., Exchange of
OSPF information between all the routers), and it increases as the size of the network

increases.

Step 5: Packet Trace is enabled in NetSim GUI. At the end of the simulation, a very large .csv

file containing the packet information is available for the users to perform packet level analysis.

Step 6: Before simulating the scenario, right click on Router 3 or any other Router and select
ANet Si m Coptios aslskown

ST
*

Open properties as new window

Interface| NetSim Console

4 nterface Remowe

1 Interface 3 (WAN): 11.0.0.19 GW: Interface_3 (WAN) : 11,0.0.18 GW:

Qlj B Xoricon L D

w 5 Wired_Nede2
Interface_1 (Ethernet) : 192.168.0.2 GW:192,168.0.1 Interface_1 (Ethernet) : 192.169.0.2 GW:192.169.0.1

Figure 1-13: Select NetSim console
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1 Now client (NetSimCLI.exe) will start running and it will try to establish a connection with

NetSimCore.exe as shown in Figure 1-14.

Figure 1-14: Connection established.

Step 7: Click on options and select Run Time Interactions as shown below

Options  Help | Network: Internetworks | Workspace: tdy

2 Create| Open MATLAB Interface 11l Configure Reports % Show/Hide Info

| Run Time Interaction |
Device I Gratic ARP

[ Show Wired Link Information Show Application Flow

Device Name Show Wireless Link

Device Praperties Links Applications
Figure 1-15: Runtime Interaction window
1 In the Run time Interaction tab, Interactive simulation option is set to True and click on
OK.

[ Runtime Interaction — O XK

NetSim allows users to interact with simulations at runtime via command execution to view/
maodify certain device parameters during runtime.

There are two options available for runtime interaction. Interaction can be set to be via a
socket or through a ‘input.txt’ file in a predefined format.

This input.txt file accepts all the commands that NetSim's interactive simulation supports.

Interactive Simulation True h

File Name nput File Browse

OK Cancel

Figure 1-16: Runtime Interaction Simulation window

9 Click on Run simulation window and simulate it to 300 sec.

.‘: NetSim - Run Simulation — ><

Simulation Time
Enter desired simulation time. Valid range is 0.0001 to 100,000 seconds.

Simulation Time 300

Seed Value
Enter seed value between 1 to 99,999,999. The seed values are used to generate random
numbers in simulation.

Seed 1 | 12345678 Seed 2 | 23456789

Run Cancel

Figure 1-17: Run Simulation Window
NOTE: It is recommended to specify a longer simulation time to ensure that there is sufficient time for the user to

execute the various commands and see the effect of that before the Simulation ends.
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1 (NetSimCore.exe) will start running and will display a messagefiwai t i ng f o

t o ¢ o nasshowndelow.

B C\Users\Mil\Documents\MetSim\Workspaces\hit\bin_x64\NetSimCore.exe — [m] x

1is may take upto 2 min) -

(this may take upto 2 min) -

1\Documents\NetSim\Workspaces\hi\bin_x64/NetworkStack.dll

al\Temp\Nets td_14.1\/log directory. Error number 17

Figure 1-18: Waiting for first client to connect.

9 After this the command line interface can be used to execute all the supported commands.

B CA\Program Files\MetSim\Pro_v14_Tibin\MNetSimCLlLexe

Tnitialising Winsock...Initialised.
Connecting device DESKTOP-RDRVADF.
' attempt: 1

Connection established.

NetSim:

Figure 1-19: Connection establishment.

1.2.4 Network Commands
1.2.4.1 Ping Command

A You can use the ping command with an IP address or Device name.

A ICMP Status should be set as True in all nodes for ping to work.

Ping <IP address> e.g. ping 192.169.0.2
Ping <Node Name> e.g. ping Wired_Node_2

© TETCOS LLP. All rights reserved Page 16 of 444
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B | C\Program Files\NetSim\Standard_v14_0\bin\NetSimCLlLexe — O X

Initialising Winsock...Initial
Connecting to device DESKTOP
Connection attempt: 1

Connection established.

Figure 1-20: Pinging Wired Node 2
1.2.4.2 Route Commands

A To view the entire contents of the IP routing table, use following command route print

route print

B! C\Program Files\NetSim\Standard_v14_0O\bin\NetSimCLl.exe

Metric
100
100

255.255.255.255 on-link

Figure 1-21: IP routing table
AYoudl l see the routing table entries with net
packets are forwarded whent hey ar e headed to that destinat
added static routes to the table, everything you see here is dynamically generated.

A Todel ete a route in the I P routing table youdl

route delete destination network

A So, to delete the route with destination network 11.0.0.18, al | wedd i tyge this e

command
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route delete 11.0.0.1 8

A To check whether route has been deleted or not check again using route print
command.

ATo add a static route to the table, youdll ¢ty

route ADD destination_network MASK subnet_mask gateway_ip metric_cost interface

A So, for example, if you wanted to add a route specifying that all traffic bound for the
11.0.0.18 subnet went to a gateway at 11.0.0.19

route ADD 192.16 9.0.2 MASK 255.255.255.255 11.0.0.2 METRIC 1 IF 2

Alf you were to use the route print command to

static route.

\bin\NetSimCLl.exe

ES
attempt: 1
established.

Metric

OSPF

OSPF

LOCAL

LOCAL

ICAL

MULTICAST

MULTICAST

on-link 1 BROADCAST

Figure 1-22: Route delete/ Route add
NOTE: Entry added in IP table by routing protocol continuously gets updated. If a user tries to remove a route via
route delete command, there is always a chance that routing protocol will re-enter this entry again. Users can use

ACL / Static route to override the routing protocol entry if required.

1.2.4.3 ACL Configuration
Commands to configure ACL

A To view ACL syntax: acl print

A Before using ACL, we must first verify whether ACL option enabled. A common way to
enable ACL is to use command: ACL Enable

A Enter configuration mode of ACL: aclconfig

A To view ACL Table: Print
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A To exit from ACL configuration: exit

A To disable ACL: ACL Disable (use this command after exit from ACL Configuration)

To view ACL usage syntax use: acl print

[PERMIT, DENY] [INBOUND, OUTBOUND, BOTH] PROTO SRC DEST SPORT DPORT IFID

1.2.4.4 Step to Configure ACL

A To create a new rule in the ACL, use command as shown below to block UDP packet in
Interface 2 and Interface 3 of Router 3.
A Application properties A Transport Protocol A UDP as shown Figure 1-23

3: App1_CBR Properties - X
AN O =
4 Application
Application Method UNICAST
Application Type CBR
Application ID 1
Application Name App1_CER
Source Count 1
Source ID 1 v
Destination Count 1
Destination ID 2 v
Start Time (s) 0
End Time (s) 100000
Encryption NONE v
Random Startup FALSE v
Session Protocol NONE
Transport Protocol uDP v
QoS BE v
Priority Low
Mean Generation Rate 50 Mbps
> Packet Size

Figure 1-23: Application properties window

A Use the command as follows Figure 1-24.

NetSim>acl enable
ACL is enable

NetSim>aclconfig
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ROUTER_3/ACLCONFIG>acl print

Usage: [PERMIT, DENY] [INBOUND, OUTBOUND, BOTH] PROTO SRC DEST SPORT
DPORT IFID

ROUTER_3/ACLCONFIG>DENY BOTH UDP ANY ANY 00 2
OK!

ROUTER_3/ACLCONFIG>DENY BOTH UDP ANY ANY 00 3
OK!

ROUTER_3/ACLCONFIG>print

DENY BOTH UDP ANY/0 ANY/000 2

DENY BOTH UDP ANY/0 ANY/000 3
ROUTER_3/ACLCONFIG>exit

NetSim>acl disable

ACL is disable

NetSim>

B CA\Program Files\NetSim\Pro_v14_2\bin\MetSimCLl.exe - m} x

nitialised.
KTOP-MOUQVAS .

>acl print
/] [INBOUND,OUTBOUND,BOTH] PROTO SRC DEST SPORT DPORT IFID

Figure 1-24: ACL Configuration command
1.2.4.5 Ping Command Results

Go to the Results Dashboard and click oni Op e n P a ¢ k eoptionTpresemnt & dhe Left-

Hand-Side of the window and do the following:

Filter Control Packet Type/App Name to ICMP EchoRequest and ICMP EchoReply as
shown Figure 1-25.
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H ©- = Packet Trace.csv - Excel TABLE TOOLS T E - x
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ADD-INS TEAM DESIGN Sign in
ol e | = i i cert v -

D X Calibri s s ==l e E.F' General Condlt\onalFormattmg & Insert Z éY H

. E= [7 Format as Table EXDelete - [§] - @ Find
aste - i - |l = [ 0 o0 et ort n
- ~ B Ly o A - LR DCE” Styles - [ElFormat~ & = Eijere Select~

Clipboard Font [P Alignment ] MNumber ] Styles Cells Editing R

D315 - Jr || 1cmp_Echorequest v

A B C D E F G H -
1 |PACKET_ID|~ |SEGMENT_ID| ~ |PACKET_TYPE| v |CONTROL_PACKET TYPE/APP_NAME|-¥| SOURCE_ID| ~ | DESTINATION_ID|~ | TRANSMITTER_ID| | RECEIVER_II

915 0 N/A Control_Packet [ICMP_EchoRequest |NODE-1 ROUTER-2 NODE-1 ROUTER-2

916 0 N/A Control_Packet |ICMP_EchoRequest NODE-2 ROUTER-3 NODE-2 ROUTER-5

97 0 N/A Control_Packet ICMP_EchoReply ROUTER-2 NODE-1 ROUTER-3 NODE-1

918 0 N/A Control_Packet |ICMP_EchoReply ROUTER-3 NODE-2 ROUTER-5 NODE-2

1822 0 N/A Control_Packet ICMP_EchoRequest NODE-1 ROUTER-2 NODE-1 ROUTER-2
1823 0 N/A Control_Packet |ICMP_EchoRequest NODE-2 ROUTER-5 NODE-2 ROUTER-5
la24 0 N/A Control_Packet ICMP_EchoReply ROUTER-3 NODE-1 ROUTER-3 NODE-1
1825 0 N/A Control_Packet |ICMP_EchoReply ROUTER-5 NODE-2 ROUTER-5 NODE-2
2726 0 N/A Control_Packet ICMP_EchoRequest NODE-1 ROUTER-3 NODE-1 ROUTER-3
2727 0 N/A Control_Packet |ICMP_EchoRequest NODE-2 ROUTER-5 NODE-2 ROUTER-5
2728 0 N/A Control_Packet ICMP_EchoReply ROUTER-2 NODE-1 ROUTER-3 NODE-1

Figure 1-25: Packet trace - ICMP control packets
In wireshark, apply filter as ICMP. we can see the ping request and reply packets in wireshark

as shown Figure 1-26.
M ~\\pipe\WIRED_NODE_1_1 - O *

File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

dm i@ PRERes=F sEEaaan

[. |ADDI‘; a display filter ... <Ctrl-/> | +
Mao. Time Source Destination Protocol Length Info A
1 @.ee8208 @.8.0.8 B.8.8.8 IPv4 28
- 2 3.060000 192.168.8.1 ICHMP 28 Echo (ping) request id=exeees, seq=8/8, ttl=2 (reply i
+— 3 3.000018 192.168.8.1 192.168.8.2 ICMP 28 Echo (ping) reply id=@xeeee, seq=0/8, ttl=255 (reque
4 6.000000 192.168.8.2 192.168.8.1 ICMP 28 Echo (ping) request id-@x@000, seq-8/@, ttl=2 (reply i
5 6.800818 192.168.8.1 192.168.8.2 IcMP 28 Echo (ping) reply id=8xBB88, seq=8/8, ttl=255 (reque
6 9.0600000 192.168.8.2 192.168.8.1 ICMP 28 Echo (ping) request id=@xeeee, seq=@/@, ttl=2 (reply i
7 9.860018 192.168.8.1 192.168.8.2 ICMP 28 Echo (ping) reply id-@xeeed, seq=8/8, ttl=255 (reque
8 12.800000 192.168.8.2 192.168.8.1 IcMP 28 Echoe (ping) request id=8x@ees, seq=8/8, ttl=2 (no resp
9 15.600000 192.168.8.2 192.168.8.1 ICHMP 28 Echo (ping) request id=@xeeee, seq=@/@, ttl=2 (reply i
1@ 15.808018 192.168.8.1 192.168.8.2 ICMP 28 Echo (ping) reply id-@xeeed, seq=8/8, ttl=255 (reque
11 18.0668000 192.168.8.2 192.168.8.1 ICMP 28 Eche (ping) request id=8x@@es, seq=8/8, ttl=2 (reply i
12 13.860018 192.168.6.1 192.168.8.2 ICMP 28 Echo (ping) reply id=awpaee, seq=8/8, ttl=255 (reque
13 21.6608000 192.168.8.2 192.168.8.1 ICMP 28 Echoe (ping) request id=@x@eee, seq=@/@, ttl=2 (reply i
14 21.668018 192.168.8.1 192.168.8.2 ICMP 28 Echo (ping) reply id=8xBee8, seq=8/8, ttl=255 (reque
15 24.660060 192.168.6.2 192.168.8.1 ICMP 28 Echo (ping) request id=exeees, seq=8/8, ttl=2 (reply i
16 24.0608018 192.168.8.1 192.168.8.2 ICMP 28 Echo (ping) reply id=@xeeee, seq=0/8, ttl=255 (reque
17 27.000000 192.168.8.2 192.168.8.1 ICHP 28 Echo (ping) request id-8x@eee, seq-8/@, ttl=2 (reply i
18 27.668018 192.168.8.1 192.168.8.2 IcMP 28 Echo (ping) reply id=8xBee8, seq=8/8, ttl=255 (reque v
< >
Frame 2: 28 bytes on wire (224 bits), 28 bytes captured (224 bits) on interface \\.\pipe\WIRED_NQ 45 @@ 9@ lc @@ @@ @8 8@ @2 el 37
Raw packet data c@ as 8@ 91 B3 8 f7 ff o0 @0 ee
Internet Protocol Version 4, Src: 192.168.8.2, Dst: 192.168.8.1
Internet Control Message Protocol
€ >([€ >
O ¥ wireshark WIRED_NODE_1_188BGDZ.pcapng || Packets: 1156020 - Displayed: 1156020 (100.0%) - Dropped: 0 (0.0%) || Profile: Default

Figure 1-26: ICMP control packets in wireshark
1.2.4.6 ACL Results

The impact of ACL rule applied over the simulation traffic can be observed in the IP Metrics
Table in the simulation results window. In Router 3, the number of packets blocked by firewall
has been shown below Figure 1-27.
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IP_Metrics

Device Id Packet sent Packet forwarded Packet received Packet discarded TTL expired Firewall blocked
1 35 0 52
2 97156 97105 53

4 145548 0 0

o
0
3 97278 145371 54 0
0
5 0 0 96987 0

o o|lo]e o
s
k3
=
<

Figure 1-27: IP Metrics Table from result window

NOTE: Number of packets blocked may vary depending on the time at which ACL is configured.

1.2.5 Exercises

a.

Construct the network scenario shown in the figure below comprising of 5 routers (3
routers in upper path and 2 routers in the lower path) and 2 end nodes. Enable the ICMP
protocol in all devices and use the route commands - "route delete" and "route add" - to
alter the path for data transfer. The data flow path should be Nodel > R3 > R5 > R6 > R7
> Node2. Enable packet trace and confirm that data indeed flows along this path post
simulation.

Router_4

Router_5 Router_6

kpm_CBR

Wired_Node_1 Wired_Node_2

Figure 1-28: Network scenario for reference.

Configure the scenario as shown and apply the ACL command as follows.

A Apply DENY action for R1 interface 1 and 2.
A Apply Permit action for R1 interface 3.
Analyze the firewall blocks in the IP metrics table and explain the throughput results.

Note that ACL commands will only take effect once the commands are entered in the

console window.
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Router_1 ‘Wired_Node_4

Wired_Node_3

Figure 1-29: Network scenario for ACL exercise.
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1.3 Understand the events involved in NetSim DES (Discrete
Event Simulator) in simulating flow of one packet from a

Wired node to a Wireless node (Level 2)

1.3.1 Theory

Net Si mos Net wor k Stack for ms the core of Net S
diagrammatically explained below. Network Stack accepts inputs from the end-user in the form
of Configuration file and the data flows as packets from one layer to another layer in the
Network Stack. All packets, when transferred between devices move up and down the stack,
and all events in NetSim fall under one of these ten categories of events, namely, Physical
In, Data Link In, Network In, Transport In, Application In, Application Out, Transport Out,
Network Out, Data link Out and Physical Out. The IN events occur when the packets are

entering a device while the OUT events occur while the packet is leaving a device.

~
Configuration
<xml /> GUI or via XML e I TCTT R

config file 57} Application
[T Transport
[T Network
- i 2 b Y DataLink
End of Simulation B3 [eT3 Physical
= =1—=]—
\ u For each device

| Packet and Event
Trace

Figure 1-30: Flow of one packet from a Wired node to a Wireless node

Every device in NetSim has an instance of the Network Stack shown above. Switches &
Access points have a 2-layer stack, while routers have a 3-layer stack. End-nodes have a 5-

layer stack.

The protocol engines are called based on the layer at which the protocols operate. For
example, TCP is called during execution of Transport In or Transport Out events, while
802.11b WLAN is called during execution of MAC IN, MAC OUT, PHY IN and PHY OUT

events.

When these protocols are in operation, they in turn generate events for NetSim's discrete event
engine to process. These are known as sub events. All sub events fall into one of the above

10 types of events.

Each event gets added in the simulation kernel by the protocol operating at the particular layer

of the Network stack. The required sub events are passed into the simulation kernel. These
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sub events are then fetched by the Network stack in order to execute the functionality of each
protocol. At the end of simulation, Network stack writes trace files and the metrics files that

assist the user in analyzing the performance metrics and statistical analysis.
Event Trace

The event trace records every single event along with associated information such as time
stamp, event Id, event type etc. in a text file or .csv file which can be stored at a user defined

location.
1.3.2 Network Setup

Open NetSim and click on Experiments> Internetworks> Network Performance>
Advanced Simulation events in NetSim for transmitting one packet then click on the tile

in the middle panel to load the example as shown in below Figure 1-31.

[ NetSim Home - ul X

NetSim Professional
Network Simulation/Emulation Platform ﬁ
Version 14.2.8 (64 Bit)

New Simulation Ctl+N  Experiments Advanced Simulation events in NetSim for transmitting one packet Results
Your Work Ctls0 4 | Internetworks This experiment provides an understanding of the events involved in
% Netiwork Pesformance Netsim DES (Discrete Event Simulator) in simulating the flow of one
Bairiples Data traffic types and network performance measures petstitona Wiledinede B SIS oSs :
| Experiments Throughput and Bottleneck Server Analysis . Discrete event simulation I'"i "

Advanced Simulating Link Failure
Delay and Littles Law

CBR application with / £
MD1 and MG1 Queues Packet size: 1460 Bytes X L]

Advanced Simulation events in NetSim for transmitting one | Inter arrival time: 20000us
Wi-F Transport layer protocol: UDP

Event trace: Enabled
4 Routing and Switching

The OSPF weight setting problem and the performance cor
Understand the working of OSPF
Working of ARP and IP Forwarding within a LAN and acros:

License Settings Simulate and study the spanning tree protocol

Bt Alt+F4 # e,
Introduction to TCP connection management
Reliable data transfer with TCP
i madel af TCP #

Learn networking concepts through simulation experiments. Documentation comes with abjective, theory, set-up, results, and discussion. Expand and click on the file name to display experiments and
associated content. Then click on a tile in the middle panel to load the simulation. Click on the book icon on the left (Experiments) panel to view documentation (pdf).

Support Learn Documentation Contact Us
Email - sales@tetcos.com

Phone - +91 767 605 4321
Website :

Figure 1-31: List of scenarios for the example of Advanced Simulation events in NetSim for
transmitting one packet.

NetSim Ul displays the configuration file corresponding to this experiment as shown below
Figure 1-32.

' T

- - } -| 2 I'\"'-’ ::)ILR%"'\-..
- T

" 1 Acoess_Point_Z Router_3 =

Epp'l_{:EF'-.

e

‘Wireless_Mode_1 Wired_Mode_4

Figure 1-32: Network set up for studying the advanced simulation events in NetSim for transmitting
one packet.
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Step 1: A network scenario is designed in NetSim GUI comprising of 1 wired node, 1 wireless

node, 1 router, and 1 Access pointinthe | nt e r n e Network llorary.

Step 2. The device positions are configured according to Table 1-1 .To set the device

positions, click on the device, expand the property panel on the right and change the X and Y

co-ordinates in position layer.

Device positions

Wired Node 4

X/ Lon
Y / Lat

Access Point 2
150
50

250
100
Table 1-1: Devices positions

Wireless Node 1
100
100

Router 3
200
50

Step 3: Click on link and expand the link property panel on right and set the Channel

characteristics to No pathloss.

Step 4: A CBR Application is generated from wired node 4 i.e., source to wireless node 1 i.e.,

by clicking on set traffic tab from the ribbon on top. The transport protocol is set to UDP by

clicking on application and expanding property panel on right.

Step 5: Event Trace is enabled by clicking on configure reports tab from the ribbon on top.

Step 6: Run the simulation for 10 secs. At the end of the simulation, a very large .csv file
containing all the UDP IN and OUT EVENTS is available for the users.

NOTE: Event trace is available only in NetSim Standard and Pro versions.

1.3.4 Output

Post simulation, open the event trace from the simulation results window. An Event trace file

opens in excel as shown below:

Event_ld[ | Event_Type|~|Event_Time(Us) [~ | Device_Type|~|Device_Id[~]nterface_1d[ - | Application_id[~ | Packet_td[~|Segment_Id[~|Protocol_Name|~|Subevent_Type

~| Packet_size(Bytes)[~| Prev_Event 1d[~

1 TIMER_EVENT
2 TIMER_EVENT
3 TIMER_EVENT
4/TIMER_EVENT
5 TIMER_EVENT
6 TIMER_EVENT
7 TIMER_EVENT
2 TIMER_EVENT
9 APPLICATION_

11 TRANSPORT_O

12 NETWORK_OU"

13 TIMER_EVENT

14 MAC_OUT

15 PHYSICAL_OUT

16 PHYSICAL_IN

17 MAC_IN

18 NETWORK_IN

19 NETWORK_OU"

20 TIMER_EVENT

21 MAC_OUT

22 PHYSICAL_OUT

23 PHYSICAL_IN

24 MAC_IN

25 MAC_OUT

26 MAC_OUT

27 MAC_OUT

28 MAC_OUT

29 MAC_OUT

30 MAC_OUT

0 NODE
0 ROUTER
0 NODE
0 ACCESSPOINT
0 ROUTER
0 ROUTER
0 NODE
0 NODE
0 NODE
0 NODE
0 NODE
0 NODE
0 NODE
0 NODE
127.08 ROUTER

127.02 ROUTER

127.08 ROUTER
253.2 ACCESSPOINT
252.2 ACCESSPOINT
253.2 ACCESSPOINT
253.2 ACCESSPOINT
302.2 ACCESSPOINT
323.2 ACCESSPOINT
343.2 ACCESSPOINT
362.2 ACCESSPOINT

© TETCOS LLP. All rights reserved

I R O P e oV O e VP S S U P QP

0

HH R RRRENNHERRRNNNRNRER RO OGO RNRNS S S
FErRrRrRRRrRRRRRRRrRRRERRRrRRRrRRRO 000G O

0
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1

01PV4

01PVa

01PVa

0 ETHERNET

0 ETHERNET

0 ETHERNET

0 ETHERNET

0 APPLICATION
0 APPLICATION
0 UDP

01pva

01PVa

0 ETHERNET

0 ETHERNET

0 ETHERNET

0 ETHERNET
01pva

0 WLAN
0 WLAN
0 WLAN
0 WLAN
0 WLAN

Figure 1-33: Event trace

IP_INIT_TABLE

1P_INIT_TABLE

1P_INIT_TABLE

ETH_IF_UP

ETH_IF_UP

ETH_IF_U

ETH_IF_UP

APD_START
0
0
0o

IP_PROCESSING_DELAY
o
0
0
0
0o
0

IP_PROCESSING_DELAY
0
0
0
0o
0

cs

IEEES02_11_EVENT_DIFS_EN
IEEEB02_11_EVENT_BACKOF
IEEEB02_11_EVENT_BACKOF
IEEEB02_11_EVENT_BACKOF

0 [

0 0

0 0

0 0

0 0

0 0

0 o
1460 0
1460 8
1460 9
1468 1
1488 12
1483 13
1514 14
1514 15
1514 16
1488 17
1468 18
1483 19
1488 20
1514 21
1514 22
1514 23
1488 24
1483 25
1488 26
1488 27
1488 28
1488 29
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We start from the APPLICATION OUT event of the first packet, which happens in the Wired
Node and end with the MAC IN event of the WLAN ACK packet which reaches the Wired
Node. Events in the event trace are logged with respect to the time of occurrence due to which,

event id may not be in order.

1.3.4.1 Events Involved

Events are listed in the following format:

[EVENT_TYPE,

[APP_OUT, 20000,

[TRNS_OUT, 20000,

[NW_OUT, 20000,

[MAC_OUT, 20000,

[MAC_OUT, 20000,

[MAC_OUT, 20000.96,
[PHY_OUT, 20000.96,
[PHY_OUT, 20122.08,
[PHY_IN, 20127.08,
[MAC_IN, 20127.08,
[NW_IN, 20127.08,
[NW_OuUT, 20127.08,
[MAC_OUT, 20127.08,
[MAC_OUT, 20127.08,
[MAC_OUT, 20128.04,
[PHY_OUT, 20128.04,
[PHY_OUT, 20249.16,
[PHY_IN, 20254.16,
[MAC_IN, 20254.16,
[MAC_OUT, 20254.16,
[MAC_OUT, 20254.16,
[MAC_OUT, 20304.16,

© TETCOS LLP. All rights reserved

APP,
UDP,
IPV4,
ETH,
ETH,
ETH,
ETH,
ETH,
ETH,
ETH,
IPV4,
IPV4,
ETH,
ETH,
ETH,
ETH,
ETH,
ETH,
ETH,
WLAN,
WLAN,

WLAN,

EVENT_TIME, PROTOCOL, EVENT_NO, SUBEVENT_TYPE]

IFG]
-]
PHY_SENSE]

IFG]
-]
PHY_SENSE]

DIFS_END]

BACKOFF]
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[MAC_OUT,
[MAC_OUT,
[MAC_OUT,
[PHY_OUT,
[TIMER_EVENT,
[PHY_IN,
[MAC_IN,
[NW_IN,
[MAC_OUT,
[TRNS_IN,
[APP_IN,
[PHY_OUT,
[TIMER_EVENT,
[PHY_IN,
[MAC_IN,

[TIMER_EVENT,

20324.16,
20344.16,
20364.16,
20364.16,
21668.16,
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UPDATE_DEVICE_STATUS]
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RECEIVE_MPDU]
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SEND_ACK]

UPDATE_DEVICE]
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RECEIVE_ACK]

ACK_TIMEOUT]

Event Flow Diagram for one packet from Wired Node to Wireless Node
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Figure 1-34: Event Flow Diagram for one packet from Wired Node to Wireless Node

For Example :

MAC OUT in the Access Point involves sub events like CS, IEEE802.11 EVENT DIFS END
and IEEE802.11 EVENT BACKOFF. As you can see in the trace file shown below, CS
happens at event time 20252.24. Adding DIFS time of 50us to this will give IEEE802.11
EVENT DIFS END sub event at 20302.24. Further it is followed by three backoffs each of 20
ps, at event time 20322.24, 20342.24, 020362.24 respectively.
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Event_Id [~ Event Type ~| Event_Time(US) ~ | Device Type [~ |Device_Id [~ |Interface Id [+ ]| Applicatio[ ~| Packet Id [~ Segment_Id [~] Protocol Name|~| Subevent Type ~| Packet,_Size[~ | Prev Event Id [~
53 TIMER_EVENT 20126.12 ROUTER 3 1 1 2 01pva 1IP_PROCESSING_DELAY 1488 52
54 MAC_OUT 20126.12 ROUTER 3 1 1 2 0 ETHERNET 0 1488 53
55 PHYSICAL_OUT 20126.12 ROUTER 3 1 1 2 0 ETHERNET o 1514 54
56 PHYSICAL_IN 20252.24 ACCESSPOINT 2 2 1 2 0 ETHERNET 0 1514 55
57 MAC_IN 20252.24 ACCESSPOINT 2 2 1 2 0 ETHERNET ] 1514 56
58 MAC_OUT 20252.24 ACCESSPOINT 2 1 1 2 0 WLAN 0 1488 57
55 MAC_OUT 20252.24 ACCESSPOINT 2 1 1 2 0 WLAN cs 1488 58
60 MAC_OUT 20302.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEE02_11 EVENT_DIFS_END 1488 59
61 MAC_OUT 20322.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 60|
62 MAC_OUT 20342.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 61|
63 MAC_OUT 20362.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 62|
64 MAC_OUT 20382.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 63
65 MAC_OUT 20402.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02 11 EVENT BACKOFF 1488 o4
66 MAC_OUT 20422.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02 11 EVENT BACKOFF 1488 65|
67 MAC_OUT 20442.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEES02_11 EVENT_BACKOFF 1488 66
68 MAC_OUT 20462.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 67,
69 MAC_OUT 20482.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 68|
70 MAC_OUT 20502.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 69|
71 MAC_OUT 20522.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_EVENT_BACKOFF 1488 70|
72 MAC_OUT 20542.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02 11 EVENT BACKOFF 1488 71|
73 MAC_OUT 20562.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02 11 EVENT BACKOFF 1488 72|
74 MAC_OUT 20582.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEE02_11 EVENT_BACKOFF 1488 73
75 PHYSICAL OUT 20582.24 ACCESSPOINT 2 1 1 2 0 WLAN IEEEB02_11_PHY TXSTART_REQUEST 1528 7|
76 PHYSICALIN 21886.25 NODE 1 1 1 2 0 WLAN 0 1528 75
78 MAC_IN 21886.25 NODE 1 1 1 2 0 WLAN RECEIVE_MPDU 1528 76
79 NETWORK_IN 21886.25 NODE 1 1 1 2 01PVa 0 1528 78
80 MAC_OUT 21886.25 NODE 1 1 1 2 0 WLAN SEND_ACK 1528 7
81 TRANSPORT_IN 21886.25 NODE 1 1 1 2 0 uDe 0 1468 7
83 APPLICATION IN 21886.25 NODE 1 1 1 2 0 APPLICATION o 1460 81

Figure 1-35: Sub events like CS, IEEE802.11 event DIFS END and IEEE802.11 event BACKOFF

event times

In this manner the event trace can be used to understand the flow of events in NetSim Discrete

Event Simulator.
1.3.5 Discussion

In NetSim each event occurs at a particular instant in time and marks a change of state in the
system. Between consecutive events, no change in the system is assumed to occur. Thus

the simulation can directly jump in time from one event to the next.

This contrasts with continuous simulation in which the simulation continuously tracks the
system dynamics over time. Because discrete-event simulations do not have to simulate every

time slice, they can typically run much faster than the corresponding continuous simulation.

Understanding Net Si més Ev efortsoutce cade eustamizdtioniands f | o w
debugging. The event IDs provided in the event trace can be used to go to a specific event
while debugging. This capability is valuable when verifying the correctness of changes made

to the source code.
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1.4 Plot the characteristic curve of throughput versus
offered traffic for a Pure and Slotted  Aloha system (Level
2)

1.4.1 Theory

ALOHA provides a wireless data network. It is a multiple access protocol (this protocol is for
allocating a multiple access channel). There are two main versions of ALOHA: pure and
slotted. They differ with respect to whether time is divided up into discrete slots into which all

frames must fit.
1.4.1.1 Pure Aloha

In Pure Aloha, users transmit whenever they have data to be sent. There will be collisions and

the colliding frames will then be retransmitted. | n Net Si md s thelsendeawaltsiabr ar vy,
random amount of time per the exponential back-off algorithm and sends it again. The frame

is discarded when the number of collisionas a pac

user settable parameter in the GUI.

Let o66frame timedd denotes the amount -lenfith t i me n
frame. In this experiment point, we assume that the new frames generated by the stations are
modeled by a Poisson distribution with a mean of N frames per frame time. If N > 1, the nodes
are generating frames at a higher rate than the channel can handle, and nearly every frame
will suffer a collision. For reasonable throughput, we would expect 0 < N < 1. In addition to the
new frames, the stations also generate retransmissions of frames that previously suffered

collisions.

The probability of no other traffic being initiated during the entire vulnerable period is given
by ‘Q “Owhich leadsto "Y "O ‘Q where, S is the throughput and G is the offered load.

The units of “Yand "Ois frames per frame time.

G is the mean of the Poisson distribution followed by the transmission attempts per frame time,

old and new combined. Old frames mean those frames that have previously suffered collisions.

The maximum throughput occurs at 'O 1@, with"Y —, which is about 0.184. In other words,

the best we can hope for is a channel utilization of 18%. This result is not very encouraging,

but with everyone transmitting at will, we could hardly have expected a 100% success rate.
1.4.1.2 Slotted Aloha

In slotted Aloha, time is divided up into discrete intervals, each interval corresponding to one

frame. In Slotted Aloha, a node is required to wait for the beginning of the next slot in order to

© TETCOS LLP. All rights reserved Page 31 of 444



Ver 14.4

send the next packet. The probability of no other traffic being initiated during the entire

vulnerable period is givenby ‘Q whichleadsto™ O ‘Q .Itiseasytocompute that Slotted
Aloha peaks at G = 1, with a throughput ofi - or about 0.368.
1.4.2 Offered load and throughput ¢ alculations *

Using NetSim, the attempts per packet time (G) can be calculated as follows.

004N OOANODE | & WDBETWQOIYQA Q
YQa 6 awo QE e YQaQ

where, G is Attempts per packet time. We derive the above formula keeping in mind that (i)
Net Simés output metric, the number of packets

attempts, and (ii) since packets transmitted is computed over the entire simulation time, the
number of digpda cvkoedt—d—+bre——— —, which is in the denominator. Note
that in NetSim the output metric Packets transmitted is counted at link (PHY layer) level. Hence
MAC layer re-tries are factored into this metric.
The throughput (in Mbps) per packet time can be obtained as follows.
066aa0OOUWDDOQI 0 RODQOIYQ4 Q
YQa 6 a wo Qe € YQa Q

where, S = Throughput per packet time. In case of slotted aloha packet (transmission) time is
equal to slot length (time). The packet transmission time is the PHY layer packet size in bits
divided by the PHY rate in bits/s. Considering the PHY layer packet size as 1500B, and the

PHY rate as 10 Mbps, the packet transmission time (or packet time) would be

pgrtri

In the following experiment, we have taken packet size as 1460 B (Data Size) plus 28 B
(Overheads) which equals 1488 B. The PHY data rate is 10 Mbps and hence packet time is

equal to 1.2 milliseconds.
1.4.3 Network Set Up

Open NetSim and click on Experiments> Legacy Networks> Throughput versus load for
Pure and Slotted Aloh a> Pure Aloha then click on the tile in the middle panel to load the

example as shown in below figure

1A good reference for this topic is Section 4.2.1: ALOHA, of the book, Computer Networking, 5th Edition by
Tanenbaum and Wetherall
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Figure 1-36: List of scenarios for the example of Throughput versus load for Pure and Slotted Aloha

NetSim Ul displays the configuration file corresponding to this experiment as shown below

Figure 1-37.

App1_CUSTEMR2.CUSTOM

g

Wirzless_Node_2

Bl csToMy . APPACUSIOM,
. Apps_CURRREUSTOM
Wirsless_Node_t App4_CUSTOM

I

App8_CUSTOM.

»3

Wirsless_Nede 3

AppI_CUSTOM———

“Wireless_Node &

a5

Wirzless_Node_ 5

B S

'Y

Wirslzss_Mode T

a0

g Wireless_Node_10-

Wireless_Node_9

Figure 1-37: Network set up for studying the Pure aloha

Pure Aloha: Input for 0.5 Mbps Generation rate sample

Step 1: Drop 16 nodes (i.e., 15 Nodes are generating traffic.) Node 2 to 16 generates traffic
to Node 1. The properties of transmitter nodes which transmits data to Node 1 are given in the
below table.

Step 2: Click on the wireless node and expand the property panel on right and set the
properties as mentioned in below table.

Wireless Node Properties

Interfacel Wireless (PHYSICAL LAYER)
Data Rate (Mbps)
Interfacel Wireless (DATALINK LAYER)

10

© TETCOS LLP. All rights reserved
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Slot Length(us) 1200
Table 1-2: Wireless Node Properties

(Note: Slot Length(us) parameter present only in Slotted Aloha A Wireless Node Properties A Interface_1
(Wireless))

Step 3: Click on Adhoc link and expand property panel on right and set channel characteristics
to No Path Loss .

Step 4: Configure a custom application from the Set Traffic tab in ribbon on top. The properties
are set according to the values given in the below Table 1-3.

Application 1 Properties \

Application method Unicast
Application type Custom
Source Id 2
Destination Id 1
Transport protocol UDP
Packet size Distribution Constant
Value (Bytes) 1460
Distribution Exponential

Inter Arrival Time . .
Packet Inter Arrival Time (us) 350400

Table 1-3: For Application 1 Properties
A Similarly create 14 more application, i.e., Source Id as 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12,
13, 14, 15 and 16 and Destination Id as 1, set Packet Size and Inter Arrival Time as
shown in above table.

Step 5: Run the simulation for 10 seconds.

NOTE: Users can refer to Section 3.10 in the user manual for configuring the device properties in all wireless nodes
at once using rapid configurator.

Input for 1 Mbps Generation rate sample

Step 1: We increase the network load by increasing the generation rate in both pure and

slotted Aloha scenarios.

In the Aloha example, we incrementally increase the total generation rate up to 10 Mbps in
steps of 0.5 Mbps, as shown in the table below. Here, the generation rate per node is
calculated by dividing the total generation rate by the number of transmitters.

"0Q¢ Qi O AQHE 0 O

0Qe QI daod®d ¢ QQ —c——————— . . . .
V& Yi wei aQoo Qi i

Number of

nodes Generation rate Generation Packet Inter packet
generating (per node) rate (In total) size arrival time
traffic Mbps Mbps (Bytes) ('S)]
15 0.03 0.5 1460 350400
15 0.07 1 1460 175200
15 0.10 1.5 1460 116800
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15 0.13 2 1460 87600
15 0.17 2.5 1460 70080
15 0.20 3 1460 58400
15 0.23 35 1460 50057
15 0.27 4 1460 43800
15 0.30 4.5 1460 38933
15 0.33 5 1460 35040
15 0.37 55 1460 31855
15 0.40 6 1460 29200
15 0.43 6.5 1460 26954
15 0.47 7 1460 25029
15 0.50 7.5 1460 23360
15 0.53 8 1460 21900
15 0.57 8.5 1460 20612
15 0.60 9 1460 19467
15 0.63 9.5 1460 18442
15 0.67 10 1460 17520

Table 1-4: Table shows the inter packet arrival times for various generation rates in Aloha.
Slotted ALOHA: Input for 0.5 Mbps Generation Rate sample
Step 1: Drop 16 nodes (i.e., 15 Nodes are generating traffic.)

Nodes 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15 and 16 transmit data to Node 1 and set

properties for nodes and application as mentioned above.

Continue the experiment by increasing the total no of generation rate up to 20 Mbps in the

steps of 1 Mbps as shown in the below Table 1-5.

Number of

nodes Generation Generation Pa_cket
: rate (per rate (In total) size

ge?rearf‘fa:::lng node) Mbps Mbps ((BED)
15 1 0.07 1460 175200
15 2 0.13 1460 87600
15 3 0.20 1460 58400
15 4 0.27 1460 43800
15 5 0.33 1460 35040
15 6 0.40 1460 29200
15 7 0.47 1460 25029
15 8 0.53 1460 21900
15 9 0.60 1460 19467
15 10 0.67 1460 17520
15 11 0.73 1460 15927
15 12 0.80 1460 14600
15 13 0.87 1460 13477
15 14 0.93 1460 12514

© TETCOS LLP. All rights reserved Page 35 of 444



Ver 14.4

15 15 1.00 1460 11680
15 16 1.07 1460 10950
15 17 1.13 1460 10306
15 18 1.20 1460 9733
15 19 1.27 1460 9221
15 20 1.33 1460 8760

Table 1-5: Table shows the inter packet arrival times for various generation rates in Sl. Aloha

1.4.4 Output

Comparison Table:

The values for the total number of packets transmitted and collided are

obtained from the NetSim simulation results window after running the simulation. The network

statistics are provided in the table below, along with calculation of throughput per packet time

(S) and the number of packets transmitted per packet time (G).

Simulation Results

X &

Wiew Network Export Results
:\‘ Application Metrics 1

" Link Metrics

App11_CUSTON 12
App12_CUSTON 13

App13_CUSTON 14

0032704

0023360

0.028032

1191312724

1191525368

1191728188

0002634

0.007956

0.005071

28

20

24

42340

30660

40880

40880

29200

35040

= Plots 14 App14_CUSTON 15 0.030368 1191647297 0.000405 29 2% 42340 37960
& Logs
& Traces Link Metrics
Performance of both wired and wireless network connections.
=1
\_ ) Packet Capture
£2 saved PI Link ID Bytes Tx'd. (B) Payload Tx'd. (B Overhead Tx'd.
=g Saved Plots Data Control Data Control Data Control
- All 470 0 0 ] 59 o 698360 600060 99300
[ Additional Metrics
1 470 0 0 0 59 0 699360 600060 99300
[ Plot User Options
Plots
Click on the desired plot. Then i the piots macule, choose the desired application, link, device, etc, o visuslize.
No Data Available.
Opens Plots Module:
Logs

Records various network parameters at predefined time intervals into a csv file.

Figure 1-38: Simulation results window showing the No. of packets transmitted and collided.

Pure Aloha:
Total no of Total Successful Throughput
Packets per packet
nodes Total number number (Packets Attempts Throughput .
generating of Packets of . per packet per packet q
o ) Transmitted . . Theoretical
traffic (in Transmitted Packets -Packets time(G) time(S) (S=q2
Total) Collided Collided) )
0.5 470 59 411 0.0564 0.0493 0.0504
1 891 162 729 0.1069 0.0875 0.0863
15 1299 331 968 0.1558 0.1162 0.1141
2 1759 587 1172 0.2110 0.1406 0.1384
25 2159 861 1298 0.2590 0.1558 0.1543
3 2603 1158 1445 0.3123 0.1734 0.1672
35 3009 1524 1485 0.3610 0.1782 0.1754
4 3426 1888 1538 0.4111 0.1846 0.1807
4.5 3845 2272 1573 0.4614 0.1888 0.1834
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5 4225 2636 1589 0.507 0.1906 0.1839
55 4636 3055 1581 0.5563 0.1897 0.1829
6 5011 3463 1548 0.6013 0.1857 0.1806
6.5 5418 3925 1493 0.6501 0.1791 0.1771
7 5800 4342 1458 0.696 0.1749 0.1730
7.5 6154 4698 1456 0.7384 0.1747 0.1686
8 6558 5131 1427 0.7869 0.1712 0.1631
8.5 6939 5548 1391 0.8326 0.1669 0.1575
9 7336 6032 1304 0.8803 0.1565 0.1514
9.5 7704 6444 1260 0.9244 0.1512 0.1455
10 8096 6880 1216 0.9715 0.1459 0.1392

Table 1-6: Total No. of Packets transmitted, Collided, Attempts per packet time and throughput per
packet time for Pure Aloha.

Slotted Aloha

Successful

Number of Total Total Packets Attempts Throughput -Lher? ;gEE :tt
nodes number of number of (GEGES :
generating Packets Packets Transmitted - p?ﬁ?&%‘f : petirn[]):(cslget Th etloT:ti-c al
traffic Transmitted Collided Packets -
Collided) S=1’m™
1 887 105 782 0.1064 0.0938 0.0957
2 1748 326 1422 0.2097 0.1706 0.1701
3 2568 679 1889 0.3081 0.2267 0.2264
4 3386 1135 2251 0.4063 0.2701 0.2706
5 4155 1581 2574 0.4986 0.3089 0.3028
6 4913 2121 2792 0.5895 0.3350 0.3270
7 5671 2765 2906 0.6805 0.3487 0.3446
8 6377 3356 3021 0.7652 0.3625 0.3560
9 7118 3990 3128 0.8541 0.3754 0.3636
10 7841 4724 3117 0.9409 0.3740 0.3672
11 8497 5345 3152 1.0196 0.3782 0.3678
12 9202 6007 3195 1.1042 0.3834 0.3660
13 0848 6684 3164 1.1817 0.3797 0.3625
14 10538 7413 3125 1.2645 0.3750 0.3571
15 11159 8135 3024 1.3390 0.3629 0.3510
16 11738 8791 2947 1.4085 0.3536 0.3444
17 12375 9428 2947 1.485 0.3536 0.3364
18 13007 10172 2835 1.5608 0.3402 0.3277
19 13577 10879 2698 1.6292 0.3238 0.3195
20 14166 11473 2693 1.6999 0.3232 0.3106

Table 1-7: Total No. of Packets Transmitted, Collided, Throughput per packet time and throughput per
packet time for Slotted Aloha

Thus, the following characteristic plot for the Pure Aloha and Slotted Aloha is obtained, which

agrees well with the theoretical results.
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Throughput vs offered load for Pure Aloha

-~ Simulated throughput
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Figure 1-39: Throughput vs offered load for Pure Aloha

Throughput vs offered load for Slotted Aloha
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Figure 1-40: Throughput vs. Offered load for Slotted Aloha
1.4.5 Exercises
1. Redo the experiment with PHY data rates of 2 Mbps and 5 Mbps, and then similarly
compare the Total number of packets transmitted, Collided, Attempts per packet time, and
Throughput per packet time for Pure Aloha and Slotted Aloha. Plot the characteristic curve

of the same.

A Slot time should be 6000 * ifor PHY data rate of 2 Mbps.
A Slot time should be 2400 * ifor PHY data rate of 5 Mbps.
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2 Network Performance

2.1 Data traffic types and network performance measures (Level 1)

2.1.1 Network Performance
2.1.1.1 Throughput

We begin by understanding the throughput of a flow through a subsystem. A flow is a stream
of bits of interest, e.g., all bits flowing through a link in one direction, the bits corresponding to
a video stored on a server and playing at a device, etc. A subsystem is any part of the network
through which bits can flow, e.g., a link in a network, a subnetwork, a router, an entire network
except for the endpoints of a particular flow.

N -

— Sub System >

Link _ —/

v Flow of Interest — All flows combined

Flow of \—’ < ! | _/‘

Interest e ®) ®) >

(A
wr/

Figure 2-1: We define the throughput of a flow through a sub system. In the top image, the flow of
interest is in blue. In the second figure the sub system is the link and throughput is measured on all
flows combined. In the bottom image, again the flow of interest is in blue, while the sub system is a

network.

In the context of NetSim, we have:

A Application throughput: The subsystem is the entire network, except for the two

entities involved in the application, and the flow is the bit stream of that application.

A Point-to-point link throughput: The subsystem is the link, and the flow is all the bits
flowing through the link in a specified direction.

Let 6 0 be the number of bits of the flow during the interval 110, then the throughput up

to ¢his equal to —, and the long-run average throughput is equal to I E-—.
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2.1.1.2 Delay

Delay is reported for an entity, e.g., packets in a stream flowing through a subsystem, a user
request (such as a connection setup request), a task such as a file transfer.

Let 0 be the time instant at which delay for the 'Q entity starts,

A e.g., the time of arrival of a packet at a router, the time of a connection request
initiation, the time at which a file transfer is requested.

Let 6 be the time instant at which the delay of the 'Q entity ends,

A e.g., the time at which a packet leaves the router, the time at which a connection
request is completed, or the time at which a file transfer is completed.

Then’Q & 0 is the delay of the 'Q entity among the entities of interest.

A e.g., the delay of the 'Q packet passing through a router, the delay for the connection

set up, or the file transfer delay.

The average delay over last U entities is equal to

p
0

This is called a fAmoving wilnahdwidrack ang changes in
the system. As it can be seen, the implementation of the above average requires the storage
of the past U values of Q 8An averaging approach that does not require such storage is the
Exponentially Weighted Moving Average (EWMA)

[oYi] p | 'Q do p | Q@ di p
which is roughly like averaging over the past pAl values of ‘Q Nfor example, | TI31 TT gives
an averaging window of p 1t ®8fhe limiting average delay is equal to,

i ei® o
o U

This limiting average delay is meaningful if the system is statistically invariant over a long time.
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i -

MR W: ®— -

Router 1 Router 2
E Total Delay = Processing Delay + Queuing Delay + )@
Transmission Delay + Propagation Delay
Data Sources Data Sinks

Figure 2-2: Components of network delay
The following are some examples of the network aspects that determine the delay of an entity.
A Packet delay through a router

0 Processing delay: in moving the packet through the

port.
0 Queuing delay: at the exit port
o Transmission delay: in sending out the packet bits onto the digital transmission link
A File transfer delay

o0 Connection set up delay: between the request packet from the user, until the

connection is set up and transfer starts.

o Data transfer delay is the time taken to transmit all the bytes in the file reliably to
the user, so that the user has an exact copy of the file, and the file shows up at the

user | evel in the userods computer.
Generally, the delay of an entity in a network subsystem will depend on:
A the fcapacityo of the subsystem (e.g., the
A the way the capacity is allotted to the various entities being transmitted over the link.

The delay through a subsystem will include the propagation delay (due to speed of light),

router queuing delay, router processing delay, and transmission delay.
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2.1.2 Types of Traffic
2.1.2.1 Elastic Traffic

El astic traffic is generated by applications t ha
requirement and can, thus, be transported at arbitrary transfer rates. For example, the file
transfer application only requires that each file be transferred reliably but does not impose a
transfer rate requirement. Of course, it is desirable that the file is transferred quickly, but that

is not a part of the file transfer application requirement.
The following are the QoS requirements of elastic traffic.

A Transfer delay and delay variability can be tolerated. An elastic transfer can be
performed over a wide range of transfer rates, and the rate can even vary over the

duration of the transfer.
A The application cannot tolerate data loss.

0 This does not mean, however, that the network cannot lose any data. Packets can
be lost in the network - owing to uncorrectable transmission errors or buffer
overflows - provided that the lost packets are recovered by an automatic

retransmission procedure.

0 Thus, effectively the application would see a lossless transport service. Because
elastic sources do not require delay guarantees, the delay involved in recovering

lost packets can be tolerated.
2.1.2.2 Stream Traffic

This source of traf f-depemdbdse nard ibrethraivid oirc  Arthii me
preserved for faithful reproduction at the receiver. The packet network will introduce delays: a
fixed propagation delay and queueing delay that can vary from packet to packet. Applications

such as real-time interactive speech or video telephony are examples of stream sources.
The following are typical QoS requirements of stream sources.

A Delay (average and variation) must be controlled. Real-time interactive traffic such as
that from packet telephony would require tight control of end-to-end delay; for
example, for packet telephony the end-to-end delay may need to be controlled to less

than 200 ms, with a probability more than 0.99.

A There is tolerance for data loss. Because of the high levels of redundancy in speech
and images, a certain amount of data loss is imperceptible. As an example, for packet
voice 5 to 10% of the packets can be lost without significant degradation of the speech

quality.
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2.1.3 Featured Examples
2.1.3.1 Analyzing throughput and file transfer delay for elastic traffic.

Open NetSim and click on Experiments> Internetworks> Network Performance> Analyzing

throughput and file transfer delay for elastic traffic and then click on the tile in the middle panel

to load the example as shown below.

8 Nessim Home - 8 x
Professional
Network Simultion/Emation Patform
rsion 14.26 64 B)
Data traffic types and network perform: Rasul
These examples facilitae the ansysis of thrsughput and fle transfer dlay forelastic TC3 wrafc
Lk spoed - Sohabps
Rers I fene
Uik speedt S0 Mbps
o feno
e
Gk
Radia Froagaten
Logacy Networks Lik - Applicabon  Noof  Tmatakento  Fileransferdimels)
Speed  Uvoushpudl  packels  Ganslor he entite (ruce. .
e sy (Theoretical)

thaary,seteup, results and discuses

(Experiments) panel o view docomentaton (pdf]

Figure 2-3: List of scenarios for the example of Data traffic types and network performance measures
Elastic Traffic is configured as FTP over TCP. We create a network with client, server and 2

routers (R1, R2), and configure an FTP application between client and server.

Source
of Files

Measure network throughput
and end-to-end delay

Destination
of Files

3 -;/ 2 R
Speed: 10 Mbps Router_4
BER: 0

Propagation Delay: 0 ps

Packet Network

Equivalent Scenario in NetSim

Router.3

Speed: 10 Mbps

BER: 0

Propagation Delay: 0 ps
Epp1_FTP

Wired_Node_1 Wired_Node_2

Figure 2-4: Virtual scenario of FTP application between source and destination created in NetSim.

One file of size 50 MB will be transferred from the server to the client with Application start

time = 0, Application end time = 1s. This setting is to ensure that only one file is generated.
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We set TCP congestion control algorithm as New Reno with window scaling enabled. Then,
in the links, we set BER = 0 and Propagation delay = 0.

Finally, we run the simulation for 100 seconds with (all three) link speeds varying as 10, 20,
50, 75 and 100 Mbps respectively.

Configuration Value ‘
Network components Client, Server, R1, R2
Application properties

Traffic type Elastic traffic configured as FTP over TCP
Application start time 0
Application end time 1s
File size 50 MB

Wired node(Transport layer properties)
Congestion control algorithm New Reno with window scaling enabled

Link settings
Link speed 10, 20, 50, 75, 100 Mbps
Medium property BER=0, Propagation Delay=0
Simulation time
100s

Table 2-1: Configuration properties.

2.1.3.1.1 Results and discussions

Link Application No. of Time taken to ml >+ Via >
Speed throughput packets transfer the entire - .
(Mbps) (Mbps) received file in seconds. T B - _&'I;rf:oretlcal)
Simulation output
10 9.56 34247 41.84 41.80
20 19.10 34247 20.93 20.90
50 47.65 34247 8.39 8.36
75 71.33 34247 5.61 5.57
100 94.92 34247 4.21 4.18

Table 2-2: NetSim results and comparison against theoretical calculations.

Given that the application layer packet size is 1460B packets, a 50 MB file gets fragmented

into

0 T ¢ pagkets. The PHY layer packet size is equal to p T ¢Brplus ¢ ¢B of UDP,
IP, MAC overheads, which is equal to p v B ¢Now, theoretically the
0 0OQQO6 WD Q
U OWw QOO0 YQ& Q
) Qe QYR DY D

0Qa Qir&a @
OQa QY ©wE i MOAH¥a4&

A Y4

P

In NetSim, Time taken to transfer the entire file can be computed using the packet trace. It is
the time when the last packet was received at the destination less the time at which the file

was generated at the source. We see that simulation output agrees well with theory. The slight
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difference is due to additional time (0.03s) taken for initial connection establishment which is

not accounted for in the theoretical calculation.

100
90
80
70
60
50
40
30
20
10

Throughput (Mbps)

0 10

20 30 40 50

—@— Throughput

60 70 80

Link Speed (Mbps)

—@— Delay

90 100

Figure 2-5: Throughput and file transfer delay vs. link speed.

2.1.3.2 Analyzing throughput and delay for stream UDP traffic

45
40
35
30
25
20
15
10

110

Delay (s)

Open NetSim and click on Experiments> Internetworks> Network Performance> Analyzing

throughput and delay for stream UDP traffic

to load the example as shown below.

[0 e Home
NetSim Professional

Network Simalation/Emulation Platform
Version 1426 (64 81)

Cul-N Eaporiments

-0

Analyzing throughput and delay for stream UDP traffic

These exomples faciltete the analyss of throughput and fle trnsfer delay for stream UDP traffic

aspesn

W fink speed of 20 Mbps

Delay andl Littles
MD1 and BGT Quees &

ek

WAN fink speedof 40 Mbps

Lear 2
(Experiments) panel t view documentation (g

Suppart

theary, ses-up, resuls, and discussion, Expand and click on the ik name to dsplay experiments and associated content. The cick on

eam Documentaticn

and then click on the tile in the middle panel

Figure 2-6: List of scenarios for the example of Data traffic types and network performance measures

Stream traffic is configured as streaming video over UDP. We create a scenario with 2 wired

nodes (N1, N2), 2 routers (R1, R2). Then, we set the processing delay at routers = 0.
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In the links,

A Access links (Node-Router): We set the link speed as 100 Mbps, Propagation delay = 0
ms and the BER = 0.

A WAN links (Router to Router): We set link speeds as 20 Mbps in cases 1a and 2a, and
as 40 Mbps in cases 1b and 2b. Then we set BER = 0, and Propagation delay = 5 ms

We then simulate two cases as explained below.
A Case #1: Configure a video call between N1 and N2

o Gen. rate 15 Mbps with Pkt. Size = 1000 B (Const.), and Interarrival time v c& A

(Const.)). Then we set the transport protocol: UDP.
A Case #1a: WAN Link (Link # 3) speed = 20 Mbps. Case #1b: WAN link speed = 40 Mbps
0 Measure throughput and delay

A Case #2: I ntroduce background Al oado on

N4) and configuring FTP traffic (over TCP) between them.
1 We configure a 50 MB file transfer between N3 and N4.
A Case #2a: WAN Link (Link # 3) speed = 20 Mbps. Case #2b: WAN link speed = 40 Mbps
1 Measure throughput and delay
<3

re ~ --\. 4

famy ! A |
\¥ \z’l 2 \\! r\/
_}{m.terj Speed: 20 Mbps R::.J:e;_\l
/ BER: 0 ‘\
/ Propagation Delay: 5000 us\
/ \
/' Speed: 100 Mbps Speed: 100 Mbps
BER: 0 BER; O
Propagation Delay: 0 ps Propggation Delay: 0 ps
1 z
- -
Wired_Mode_1 Wired_Node_2

Figure 2-7: Case 1(a) with WAN link speed of 20 Mbps
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2
Speed: 40 Mbps g e, !
BER: O
Propagation Delay: 5000

1

Speed: 100 Mbps Speed: 100 Mbps
BER: 0 BER; 0
Propagation Delay: 0 ps Propggation Delay: 0 ps
2
5pp1_VIDEO
Wired_Mode_1 Wired_Neods_2

Figure 2-8: Case 1(b) with WAN link speed of 40 Mbps

»
App2_FTP

Wired_Mode_

Speed: 100 Mbps
BER: 0
Propagation Delay: 0 ps

Speed: 20 Mbpsgy ey 6
BER: 0
Propagation Delay: 5000 ps

Router 5

Speed: 100 Mbps : 100 Mbps
BER: 0

Propagation Delay: Ops
kpp‘l_\-"lDEG

Wired_Mede 1 Wired_Mode_2

Figure 2-9: Case 2(a) with WAN link speed of 20 Mbps

3

-
App2_FTP

Wired_Mode_.

Speed: 100 Mbps
BER: 0
Propagation Delay: 0 us

Speed: 40 Mbpsg ., 5
BER: 0
Propagation Delay: 5000 ps

Router 5

Speed: 100 Mbps
BER: 0
Propagation Delay: 0 pus ipn Delay: 0 ps

Rop1 VIDED

Speed: 100 Mbps

Wired_Mode_1 Wired_Mode_2

Figure 2-10: Case 2(b) with WAN link speed of 40 Mbps

2.1.3.2.1 Results and observations

Case # la 1b 2a 2b |
WAN Link Speed (Mbps) 20 40 20 40
WAN link Propagation 5 5 5 5
delay (ms)
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Total load (Mbps) 15Mbps 15 Mbps 15 Mbps video = 15 Mbps video
video video + 50 MB file + 50 MB file

Avg. propagation delay 0+ 0+ 0+ 0+

(us). (Three entries, one 5000 + 5000 + 5000 + 5000 +

per link) 0 0 0 0

Avg. pkt. transmission time 84.32 + 84.32 + 84.32 + 84.32 +

(us) 411.2 + 205.6 + 411.2 + 205.6 +
84.32 84.32 84.32 84.32

Avg. Queuing Delay (ps) 0 0 0+93395.4+0 | 0+1836.82+0

FTP File transfer Time (s) N/A N/A 89.39 16.74

Video End -to-end 14.99 14.99 14.99 14.99

application throughput

(Mbps)

Video Avg. end -to-end Pkt.  5579.84 5374.24 98975.24 7211.07

Delay (us)

FTP End-to-end application N/A N/A 4.47 23.88

throughput (Mbps)
Table 2-3: Results of the 4 different cases.
A?PIFCfEiO"_ME|(if5:

Application ID

ation Name Source ID Destination ID Throughput (Mbps)

App1_VIDEO 1 2 14999200

App2_FTP 3 4 23882039 838

FTP End-to-end Video End-to-end
application throughput application delay(us)

Video End-to-end
application throughput

Figure 2-11: Throughput and delay values of case 2(b) from results dashboard.

Since traffic is a stream of packets, all delay calculations are based on the average of the
metric taken over all packets. In case 2a and 2b, we have a 50 MB File that is transferred from
N3 to N4. It uses the same WAN link that video does. We see that,

0VEDE VHOEQQIOOLARG QOWONNDHL AT O& i & RICNBEVERT £ 1 O ADO NG &
For FTP we observe that

OQWQOE YIHIQ "OYOVR £ A{D B On i OQ QDD Y

P& wtd& x vt Y
oWy T T

where the factor of 8 is for byte to bit conversion.

2.1.3.2.2 Throughput Plots
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Figure 2-12: Case 1(a) - WAN (bottleneck) link
speed is 20 Mbps.

We observe that:
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Video Throughput vs. Time

>
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Throughput (Mbps)
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Figure 2-13: Case 1(b) - WAN (bottleneck) link
speed is 40 Mbps.

1 In both cases video sees a steady throughput of 15 Mbps

1 No queuing since the link capacity is 20 Mbps in case 1a and 40 Mbps in case 1b.

1 From the Table 2-3 we see that the transmission time is lower in case 1b since it uses a

40 Mbps link.

Video Throughput vs. Time

-
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N
S

212
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=10 .
N Video sees constant
5 6 offl™Mbps throughou
3
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2
0

o

10 20 30 40 50 60 70 80 90 100
Time (s)

TCP Throughput vs. Time

o

File trang8f@er en

Throughput (Mbps)
£ (=] (=]

N

o
o

10 20 30 40 50 60 70 80 90
Time (s)

Figure 2-14: Case 2(a) - WAN (shared) link
capacity is 20 Mbps. Video sees 15 Mbps
while FTP gets & 5
transfer.

We observe the following:

A Case 2(a)

Mb p s

Video Throughput vs. Time

-
o

14(
2 12
e}
=10 -
5 s Video sees constant
5 6 ofLlSMbps t hroughou
3
54

2

0

0 10 20 30 40 50 60 70 80 90 100
Time (s)

TCP Throughput vs. Time

File trandfder en

Throughput (Mbps)
o

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17
Time (s)

Figure 2-15: Case 2(b) - WAN (shared) link

capacity is 40 Mbps. Video sees 15 Mbps
hil FTP t a 25

(\jNu} i r?g ttrghgfegr_fei Ise a

0 Shared link 20 Mbps with video rate 15 Mbps and file transfer

0 Video throughput is 15 Mbps and FTP throughput is 5 Mbps during transfer.
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A Case 2(b)
0 Shared link 40 Mbps with video rate 15 Mbps and file transfer
0 Video throughput is 15 Mbps and FTP throughput is 25 Mbps during transfer.

This clearly shows us thatthe FTP tr ansf er uses TCP which fdada
bandwidth.

2.1.3.3 Analyzing TCP vs. UDP Performance in Error  -Prone Network Conditions

Open NetSim and click on Experiments> Internetworks> Network Performance> Analyzing
TCP vs. UDP Performance in Error -Prone Network Conditions and then click on the tile in

the middle panel to load the example as shown below.

In this example, we observe the impact of link errors on the performance of TCP-based

applications compared to UDP-based applications.

[ Netsim Home - =] x
NetSim Professional
Network Simulagion/Emulstion Flatform
Version 142 64 Bi]

CuieN Analyzing TCP vs. UDP Performance | e Network Conditions Results

k ertors on the pedormance of TCP-besed appications

events in NetSim for transmitting one pac

hing cenzepts theough smulation experiments. Decumentation comes with akjective the: resuits, and discussion. Expand and dlick on the file name to. display experiments and sssocisted content. Then click
& e in the middle panel ta load the simuletion. Click on the bock icen on the It (Experimer

Support Leem

Figure 2-16: List of scenarios for the example of Data traffic types and network performance

measures.
Network Scenario

3 4

Wired_Node_ ired_Node 4

: 100 Mbps Speed: 100 Mbps

BER: O 5 o BER: 0
Propagaf’ w A a0 p YA Propagation Delay: 0 ps
o \/‘ 3 iy

Router_S Speed: 40 MbpRoyter 6
BER: 5E-07

Propagation Delay: 5000 ps

Speed: 100 Mbps : 100 Mbps
BER: 0
Propagation Delay: 0 ps

App1_VIDEO

‘Wired_Node_1 Wired_Node 2

Figure 2-17: Network scenario with WAN link speed of 40 Mbps.
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Network settings :

1. Create a Scenario with 4 wired nodes and 2 routers connected as shown above Figure
2-17.
2. Set the Wired Link properties, for Link ID 1,2,4,5
a. Uplink/Downlink speed to 100 Mbps
b. Uplink/Downlink BER to O
c. Propagation delay to O ps.
3. Set the WAN Link properties as below, that Link ID 3 between router 5 and router 6
a. Uplink/Downlink speed to 40 Mbps
b. Uplink/Downlink BER to 0.0000005
c. Propagation delay to 5000 ps.
4. Create two traffic flows, one running TCP and another running UDP as shown below.
a. VIDEO application

Application Type Custom
Source Id 1
Destination | d 2
Transport protocol UDP
Packet size (B) 1000
Inter Arrival Time  (us) 533.3333
Generation rate (Mbps) 15

Table 2-4: VIDEO Application properties.
b. File Transfer Application

Parameter Name Value |
Application Type FTP
Source Id 3
Destination | d 4
End time (s) 1
Transport protocol TCP
File size (B) 50000000
Inter Arrival time (s) 5
Generation rate (Mbps) 80

Table 2-5: FTP Application Properties.

5. Go to Configure Reports Tab > Enable Packet Trace.
6. Run the Simulation for 150 seconds.

2.1.3.3.1 Results and observations

Application Metrics
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Application Metrics Video End-to-End Application Total Number of Packet

End-to-end performance of applications running across the network Throughput (Mbps) Generated at Source
Application ID Application Name Source ID Destination ID ThroughpuJ(Mbsz Delay (us) Jitter (us) T Packets Generated Packets Received
1 App1_VIDEQ 1 2 14936373 5482.461008 16.648869 281251 280057
2 App2_FTP 3 4 2792491 70175455.481893 4182.260822 34247 34247
FTP End-to-End Application Number of Packet
Throughput (Mbps) Received at Destination

Figure 2-18: Throughput, packet generated and packet received show in Application metrics in results
window.

1 UDP achieves a throughput of p 8o @Mbps, while TCP achieves a throughput of ¢(& w
Mbps.

T UDP achieves a higher t hroughput t han TCP
acknowledgements in the reverse direction.

f However, in UDP several packets (¢ Yhp v p ¢ Yhrv X pip w m@re lost due to error,
while TCP all packets are received since TCP retransmits packets errored. The table

below shows the humber of errored packets that were retransmitted by TCP.

Local Address  Remote Address
20000

102169020

Syn Sent Syn-AckSent  SegmentSent Segment Received Segment Retransm _ Ack Sent Ack Received _ Duplicate segmentOut of order segm Duplicate ack rece Times RTO expired.
o 0 o o o [ 0 o 0

0 0

0 o

o
]
o
o

o 0 0
o o ° 0 0
san7 ' 2 2 o ' 2uzs e

Number of segments
retransmitted by TCP

0
0
0
0

Figure 2-19: TCP Metrics from Result dashboard > Additional metrics.
2.1.4 Appendix: Obtaining delay metrics in NetSim

The Avg end-to-end packet delay can be got directly from the delay column in the application
metrics of NetSim Results dashboard. Queuing delay, transmission time and propagation

delay can be calculated from the packet trace which is explained in Section 2.1.4.1.
In the packet trace:

A The average of difference between the PHY LAYER ARRIVAL TIME Al and the NW
LAYER ARRIVAL TIME Al will give us the average queuing delay of packets in a link.

d0dEN6 Q6 VWK @

dBLEN 0D O OOWYOMNMA @ 0§ wd 6 ®O'YW'Y OMWAD @

A The average of difference between the PHY LAYER START TIME Al and the PHY
LAYER ARRIVAL TIME A will give us the average transmission time of packets in a
link.

O0AYI e i & NAGQA ¢
OLED OD O OOYO WO A 0 '0d 6 GOO'W'Y ONwaDh &
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A The average of difference between the PHY LAYER END TIME Al and the PHY LAYER
START TIME A will give us the average propagation delay of packets in a link.

O0ARI €N OQAARMOHD O 08D 0D O O@Y YOl @ 0 'O 6 OO'YYd WD) @
2.1.4.1 The procedure for calculating =o B¢ g¢ M lm dHcv
Consider case 2(b),

A To compute average queuing delay, we have to take the avg. queuing delay in each link
(2, 3, 5) and take the sum of the delays.

A Open Packet Trace file using the Open packet trace option available in the Simulation
Results window.

A In the Packet Trace, filter the data packets using the column Control Packet Type/App
Name to option Appl Video (see Figure 2-43).

N1 M £ | QUEUING_DELAY v
A 8 [ [ E £ (] H 1 J K [4]
1 |PACKET ID[~ | SEGMENT ID[~ | PACKET TYPE[~| CONTROL_PACKET_TYPE/APP_NAME[-T| SOURCE ID - | DESTINATION ID| ~| TRANSMITTER ID|~ | RECEIVER_ID[~ APP_LAYER ARRIVAL TIME{iS) - | TRX_LAYER ARRIVAL TIME(iS) - |NW_LAYER_ARRIVAL |
3 1 o custom | 4| SortAtoz NODE1 NODE 2 NODE 1 ROUTERS o 0
4 2 0 Custom | 5 NODE-1 NODE-2 NODE-1 ROUTER-5 533,323 533.333
Z| sonzon <
s 3 0 Custom NODE-1 NODE-2 NODE-1 ROUTER-5 1066.667 1066.667
6 4 0 Custom Sert by Color > |NODE-1 NODE-2 NODE-1 ROUTER-5 1600 1600
7 5 0 Custom NODE-1 NODE-2 NODE-1 ROUTER-5 2133233 2133.233
6 0 Custom NODE-1 NODE-2 NODE-1 ROUTER-5 2666.667 2666.667
B 7 0 Custom | V% Cleor FiterFrom "CONTROLPACKET.TY-.' |10 3 NODE-2 NODE-1 ROUTER-5 3200 3200
10 El 0 Custom NODE-1 NODE-2 NODE-1 ROUTER-5 3722.233 3722.223
1 ’ 0 Custom Text Filters > |NODE-1 NODE-2 NODE-1 ROUTER-5 4266.666 4266.666
12 10 0 Custom g NODE-1 NODE-2 NODE-1 ROUTER-S 4300 1200
18 1 0 Custom e A |nopea NODE-2 ROUTER-5 ROUTER-6 0 0
19 1 0 custom Al - Gelect Al ~ |NoDE-1 NODE-2 ROUTER-6 NODE-2 0 0
20 1 0 Custom (e voEd ] NODE-1 NODE-2 NODE-1 ROUTER-S 5323233 5333333
21 2 0 Custom [ I':';Z:i:;': NODE-1 NODE-2 ROUTER-5 ROUTER-6 533,323 533.333
22 2 0 Custom | Closee Heiio NODE-1 NODE-2 ROUTER-6 NODE-2 533.333
23 12 0 Custom | osPF Lsack NODE-1 NODE-2 NODE-1 ROUTER-S 5866.666 5866.666
2 3 0 Custom [ OSPFLSRE NODE-1 NODE-2 ROUTER-5 ROUTER-6 1066.667 1066.667
2 3 0 custom | [ osPr LsuPDATE NODE-1 NODE-2 ROUTER- NODE-2 1066.667 1066.667
26 bE] 0 Custom LOTee Ack v |NoDEd NODE-2 NODE-1 ROUTER-5 6400 6400
27 4 0/ Custom - NODE-1 NODE-2 ROUTER-5 ROUTER-6 1600 1600
28 4 0 custom Cancel | | NODE-1 NODE-2 ROUTER-6 NODE-2 1600 1600
29 14 0 custom _ NODE-1 NODE-2 NODE-1 ROUTER-5 6922.233 6923.233
30 5 0 Custom App1_VIDEO NODE-1 NODE-2 ROUTER-5 ROUTER-6 2133333 2133.333
3 5 0 custom App1_VIDED NODE-1 NODE-2 ROUTER-6 NODE-2 2133.333 2133.333
EE] 15 0 Custom App1_VIDEO NODE-1 NODE-2 NODE-1 ROUTERS 7466.666 7456666
3 6 0 Custom Appl_VIDEO NODE-1 NODE-2 ROUTER-5 ROUTER-6 2666.667 2666.667
34 6 0 Custom ApP1_VIDEQ NODE-1 NODE-2 ROUTER-6 NODE-2 2666.667 2666.667
5 16 0 Custom Appl_VIDEO NODE-1 NODE-2 NODE-1 ROUTER-5 8000 2000 =
Packet Trace | Pivot Table(TX-RX) | Pivot Table(Custom) @ < 0

Figure 2-20: Filter the data packets in Packet Trace by selecting Appl video.

A Now, to compute the average queue in Link 3, we will select Transmitter 1d as Router -
5 and Receiver Id as Router -6. This filters all the successful packets from Router 5 to
Router 6.

A The columns Network Layer Arrival Time(uS) and Phy Layer Arrival Time(uS)

correspond to the arrival time and departure time of the packets in the buffer at Link 3,

respectively (see Figure 2-44).
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Figure 2-21: Packet arrival and departure times in the link buffer

A The difference between the Phy Layer Arrival Time(uS) and the Network Layer Arrival

Time (uS) will give us the delay of a packet in the link (see Figure 2-45).

1 OAOEAICAUEIUA LWAOMD B & B

% | =[@[PHV_LAVER_ARRIVAL_TIME:uS)]]r[@[NW_LAYEH_ARRWAL_TIME(uSM

.71 AAKOD B 6 iR

N18 -
4| G | H I | J K L M N o E
1_TRANSMITTER IDIll HECEIVERJD\L‘ APP_LAYER_ARRIVAL_TIME(yS), TRK,LAYEKJ\RRIVAL,"ME(“S]\: NW_LAYER_ARRIVAL 'llME(lﬁ! ~ |MAC_LAYER_ARRIVAL_TIME(S) PHY,LAYERJ!RRIVAL;"ME[N]. ~ JQUEUING _DELAY B PHY_LAYER_START_|
o 85.28 85.28| 85.. 0l
533.333 533.33 617.653] 617.653 617.653 o
1066.667 1066.667 1150.987| 1150.987| 1150.987| o
2£ROUTER-5 1600 1609 1684.32] 1684.32 1684.32 0
30_ ROUTER-5 2133.333 2133.33: 2217.653] 2217.653| 2217.653 o
33 | ROUTER-5 2666.667 2666.667 2750.987 2750.987| 2750.987| o
EE ROUTER-5 3200 3204 3284.32] 3284.32 3284.32 o
3i ROUTER-3 3733.333 3733.33 3817.653 3817.653 3817.653 L
42_‘ ROUTER-5 4266.666 4266.669 4350.986] 4350.986| 4350.986| o
48 | ROUTER-5 4800 4300 4884.321 4884.32| 4384.32| o
SZ ROUTER-5 5333333 5333.33; 5417.653 5417.653 5417.653 o
5z ROUTER-5 5866.666 5866.664 5950.986] 5950.986| 5950.986 | o
] 6400 6400 6434.32] 6484.32 5484.32| o
6933.333 6933.33: 7017.653] 7017.653 7017.653 0
7466.666 7466.664 7550.986 7550.986| 7550.986| o
2000 200q 8084.32] 8084.32 8084.32 o
8533.333 8533.333 8617.653] 8617.653| 8617.653 o
9066.666 9066.66d 9150.986 9150.986| 9150.986 | o
9599.999 9599.999 '9684.319) '9684.319| 9684.319| o
87 |ROUTER-5 10133.333 10133.33: 10217.653] 10475.52| 10475.52 | 257.867
96 |ROUTER-S 10666.666 10666.66 10750984 1128112 11281.12| 530138
99; ROUTER-5 11199.999 11199.99 11284.319] 11486.72| 11486.72| 202.401
IDT‘ ROUTER-5 11733.333 11733.33; 11817.653] 11817.653 11817.653 o
IDZ ROUTER-5 12266.666 12266.664 12350.986 12350.986 12350.986 o
107| ROUTER-5 12799.999 12799999 12884.319) 12884.319 12884319 0
lli ROUTER-5 13333.333 13333.33: 13417.653] 13417.653 13417.653 o
II; ROUTER-5 13866.666 13866.664 13950.986| 13950.986 13950.986 o
||£ ROUTER-5 ROUTER-6 14399.999 14399.9% 14484.319] 14484.319 14484.319 o =]
Packet Trace | Pivot Table(TX-RX) | PivotTable(Custem) | @ o}

Figure 2-22: Queuing Delay

A Now, calculate the average queuing delay by taking the mean of the queueing delay of
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all the packets (see Figure 2-45)
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Figure 2-23: Average queuing delay
The average queuing delay obtained in the packet trace is 1836.82 * iwhich is same as that
as mentioned in Table 2-3. Similarly, after computing queuing delay for link 2 and link 5 we get

avg. queuing delay = 0. Hence the average queuing delay in the network is 1836.82 pus.

Similar steps can be followed to obtain 0 UV&YI we i a " WAGQE € and
dbuaRl £ OUOR G .

A+ "Aa>m

9 To calculate the File Transfer Time, filter the data packets using the column Control

2.1.4.2 The procedure for calculating 5

Packet Type/App Name to option App2 FTP

Figure 2-24: Filter the data packets in Packet Trace by selecting App2_FTP.
1 Calculate the difference between the last value of Phy layer end time and first value

of App layer arrival time
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