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1 NetSim i1 Introduction

1.1 Introduction to modeling and simulation of networks

A network simulator! enables users to virtually create a network comprising of devices, links,

applications, etc., and study the behavior and performance of the Network.
Some example applications of network simulators are:

A Protocol performance analysis

A Application modeling and analysis

A Network design and planning

A Research and development of new networking technologies
A Test and Verification

The typical steps followed when simulating any network are:

A Building the model: Create a network with devices, links, applications, etc.

A Running the simulation: Run the discrete event simulation (DES) and log different
performance metrics.

A Analyzing the results: Examine output performance metrics such as throughput, delay,
loss etc. at multiple levels - network, link, queue, application etc.

A Developing your own protocol / algorithm: Extend existing algorithms by modifying the

simulator® source C code.
1.2 Versions of NetSim 1T Academic, Standard & Pro

NetSim is used by people from different areas such as industry, defense, and academics to

design, simulate, analyze and verify the performance of different networks.

NetSim is available in three versions: Academic, Standard and Pro. The academic version is
used for lab experimentation and teaching. The standard version is used for R&D at educational
institutions while, NetSim Pro version addresses the needs of defense and industry. The Standard
and Pro versions are available as components in NetSim v14.2, which users can select and

assemble. A comparison of the features in the three versions are tabulated below Table 1-1.

1 To be technically precise, NetSim is an end-to-end, full-stack, packet level, continuous time, discrete event network
simulator.
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Features

Technology Coverage
Internetworks
Legacy & Cellular Networks
Advanced Routing
Mobile Adhoc networks
Software Defined Networks
Wireless Sensor Networks
Internet of Things
Cognitive Radio Networks
LTE Networks
VANET
5G NR
Satellite Communication Networks
Underwater Acoustic Networks
TDMA

Performance Reporting

Performance metrics available for Network and Sub-
networks

Packet Trace

Available in tab ordered .csv format for easy post
processing

Event Trace

Available in tab ordered .csv format for easy post
processing

Protocol Library Source Codes with Documentation
Protocol C source codes and appropriate header files
with extensive documentation

External Interfacing

Interfacing with SUMO

MATLAB

Wireshark

Integrated debugging

Users can write their own code, link their code to
NetSim and debug using Visual Studio

Plots

Allows users to plot the value of a parameter over
simulation time

Simulation Scale

Custom Coding and Modeling Support
Emulator (Add on)

Connect to real hardware running live application
Advanced 5G (Add On)

Target Users and Segment

Academic

zZ zlzlzl< << <|<|<|=<|<|=<|<

<

Y

100 Nodes
N

N

N

Educational
(Lab
Experimentatio

n)

Standard

Z << |<I<|<|<<|=<|</<|<[< <

<

Y
500 Nodes
Y
Y
Y

Educational
(Research)

Ver 14.3

Pro

<< |=<|<l=<I<I=<<|=<|<|=<|=<|=<]|=<

<

Y
2500 Nodes
Y
Y
Y

Commercial
(Industrial
and Defense)

Table 1-1: A comparison of the features of NetSim Academic, Standard and Pro versions
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1.3 Components (Technology Libraries) in Pro and Standard

versions

Users can choose and assemble components (technology libraries) in NetSim Standard and Pro

versions as shown Table 1-2.

Component 1
(Base: Required
for all
components)

Component 2

Component 3

Component 4

Component 5

Component 6
(Requires C4)

Component 7
Component 8

Component 9
(Requires C4)

Internetworks

Ethernet - Fast & Gigabit, ARP, Routing - RIP, OSPF,

WLAN -802.11a/b/g/p/n/ac &e,
Propagation models - HATA Urban / Suburban,
COST 231 HATA urban / Suburban, Indoor Home /
Office / Factory, Friis Free Space, Log Distance.

Shadowing - Constant, Lognormal. Fading - Rayleigh,

Nakagami

IPv4, Firewalls, Queuing - Round Robin, FIFO,
Priority, WFQ,

TCP - Old Tahoe, Tahoe, Reno, New Reno, BIC,
CUBIC, Window Scaling, SACK

UDP

Common Modules

Traffic Generator: Voice, Video, FTP, Database,
HTTP, Email, Custom, CBR, Interactive Gaming.
Virtual Network Stack,

Simulation Kernel,

Command Line Interface

Command Line Interpreter

Metrics Engine with packet and event trace

Plot Generator

Packet Encryption

External Interfaces: MATLAB, Wireshark
Network Logs

Legacy & Cellular Networks

Aloha i (Pure & Slotted)

GSM

CDMA

Advanced Routing

Access Control Lists, Detailed Layer 3 switch mode,
Virtual LAN (VLAN), Public IP, Network Address
Translation (NAT)

Mobile Adhoc Networks

Standard MANET, Interconnected MANETS,
MANET - DSR, AODV, OLSR, ZRP

Software Defined Network (SDN)
Internet of things (I0T) with RPL protocol
Wireless Sensor Networks (WSN)

Cognitive Radio Networks
WRAN

Long-Term Evolution Networks: LTE

VANETSs: IEEE 1609 WAVE, Basic Safety Message
(BSM) protocol per J2735 DSRC, Interface with
SUMO for road traffic simulation

© TETCOS LLP. All rights reserved

IEEE 802.3

IEEE 802.11
a/b/g/n/ac/ple

RFCs 2453, 2328,
826, 793, 2001 and
768

3GPP, ETSI, IMT-MC,
IS-95 A/B, IXRTT, 1x-

EV-Do, 3XxRTT
| ETF RFC&s
3121

IETF RFC 4728, 3561,
3626

Based on Open Flow
v1.3

IEEE 802.15.4 MAC,
MANET in L3

RFC 6550

IEEE 802.22

3GPP

IEEE 1609
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Component 10
(Requires C3,
C8)

Component 11
(Requires C3)

Component 12
(Requires C2, C3

TDMA Radio
Networks Add
on (Pro version
only)
Advanced 5G
Add on
(Requires C10)
Network
Emulator

Add On
(Interfaces with
all components
except C2)

5G NR :3GPP 38 Series. Full Stack covering SDAP,
PDCP, RLCi UM, TM, MAC, PHY i FR1 and FR2,
mmWave propagation.

Satellite Communication Networks: Geo Stationary
Satellite. Forward link TDMA in Ku Band and Return
link MF-TDMA in Ka band per DVB S2. Markov Loo
Fading model. Device models for Satellite, Satellite
Gateway, and Satellite User Terminals

Underwater Acoustic Network:

Acoustic PHY Model, Propagation based on speed of
sound, Thorp propagation (temperature, depth,
salinity), Slotted ALOHA in MAC, UDP in L4,
Underwater sensor application

TDMA Radio Networks:

Standard TDMA, Interconnected TDMA

TDMA Link 16, Dynamic TDMA, Frequencies i HF,
VHF, UHF Bands, Frequency Hopping

Advanced 5G:
DL & UL Interference, BLER, OLLA, Network Slicing

Network Emulator

Connect real hardware running live applications to
NetSim Simulator. IP based, data plane, flow through
emulator.

Ver 14.3

3GPP 38.xxx

DVB S2

3GPP 38.xxx

Table 1-2: Different Components (Technology Libraries) in Pro and Standard versions of NetSim

© TETCOS LLP. All rights reserved
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2 Installation and License Server Set-up

2.1 System Requirements

2.1.1 NetSim Client (installs locally)

A Hardware: i5 equivalent or above, RAM: 8 GB (Min). 16GB Recommended.
A Monitor Resolution: Minimum i 1366x768, Maximum i 1920x1028. Optional Scale and
layout setting: 100%

>

Operating System: 64 bit. Win 10, Win 11, Language English
Software: MS Office, Adobe Reader
Development Tools: Visual Studio

> >

NetSim v8 /v8.1/v8.3/v9 /v9.1: Microsoft Visual Studio 2010 (or higher)
NetSim v10 /v11/v11.1: Microsoft Visual Studio 2015 (or higher)

NetSim v12 /v12.1/v12.2: Microsoft Visual Studio 2019 (or higher)
NetSim v13/v13.1/v13.2 / v13.3: Microsoft Visual Studio 2022 (or higher)
NetSim v14.0 / v14.1 / v14.2: Microsoft Visual Studio 2022

o O O o o

Visual Studio Community edition (or higher) is required for writing and debugging custom code.
2.1.2 License Server

This is applicable when running Host-ID/Dongle-locked floating licenses and is not applicable for
node-locked licenses.

Any one system will have to be made as the license server, and it is to this PC that the license is
locked, either via its MAC ID or via a dongle. The dongle is a USB device which controls the
licensing. The system(hardware/OS) requirements are same as that applicable for NetSim clients.
USB Port is required for connecting and running the dongle. Client systems should be able to

communicate with license servers through the network.
2.2 Installing NetSim

Install 64-bit build of NetSim. The start window will show (i) Version type (Pro, Standard,
Academic), (ii) Version Number and build number (Eg: 14.2) followed by (iii) Currently supports
64bit in v14.2.

For example, you will see Network Simulator for a Standard version to install. Double click on

the setup file. Click on the Yes to proceed with the installation.
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m MNetwork Simulator

Verified publisher: Tetcos LLP
File origin: Hard drive on this computer

Show more details

Figure 2-1: User Account Control message window appears and select Yes.

Setup prepares the installation wizard and software installation begins with a Welcome Screen.

Click on Next to continue with the installation.

[ MetSim Pro v14.2 Setup — X

Welcome to the NetSim Pro vi4 2
Setup Wizard

This wizard will guide you through the installation of NetSim
Prowi4.2

ﬁ It is recommended that you dose all other applications
before starting this Setup

NetSim"

Click Mext to continue.

[[(het> | | concel |

Figure 2-2: Select Next to continue with the installation.
License agreement will be displayed. Read the agreement carefully, scroll down to read the
complete license agreement. Click on | Agree else quit the setup by clicking Cancel.
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[ MetSim Pro v14.2 Setup - X
License Agreement
Please review the license terms before installing MetSim Pro v14.2,

Scroll down to see the rest of the agreement.

End User License Agreement ~

METSIM SOFTWARE AND ASSOCIATED DATA IDENTIFIED BELOW ARE LICENSED BY
TETCOS LLP SUBJECT TO THE TERMS AND CONDITIONS OF THIS END USER LICENSE
AGREEMENT. BEFORE USING THE SOFTWARE, CAREFULLY READ THESE TERMS AND
(CONDITIONS, BY OPEMING THE PACKAGE, CLICKING THE "ACCEFT " BUTTON, OR USING
THE SOFTWARE, AS APPLICAELE, YOU INDICATE THAT YOU ACCEPT AND AGREE TO BE
BOUND TO THIS AGREEMENT HEREBY. IF YOU DO NOT AGREE TO THE TERMS AND
CONDITIONS OF THIS AGREEMENT, DO NOT INSTALL AND USE NETSIM (PRODUCT).

If you accept the terms of the agreement, dick on'T Agree'
You must accept the agreement to install NetSim Pro v14.2

< Back Cancel

Figure 2-3: Select | Agree in NetSim License Agreement window

If you agree with the license agreement, you will be prompted to select either one of the installation

options, Express (Single-click installation) or Custom (Step-by-Step installation).

Express Installation will install the third-party tools silently along with NetSim without displaying

any prompts for the user.

Custom Installation is a step-by-step approach in which a user will be prompted to carry out the
installation process and the same applies to the installation of the third-party tools which happens
alongside NetSim. Both the installation methods are explained below:

2.2.1 Express Installation

[T MetSim Pro v14.2 Setup — ¥
Third party tool installation
Choose the type of installation

The third party tools that will be installed are Wireshark, SUMO, Python, pywin and
Microsoft.Met runtime. The installation of third-party tools proceeds as follows:

The installer will first look for the third-party tools at the same folder where NetSim setup exe
is present. If found, the installation proceeds. Else,

If the PC/VM (on which NetSim is being installed) is connected to the internet, then the
third-party tools are downloaded from our servers and installed. This may take time
depending on your internet speed.

Installation options
(®) Express (Single dick). All third-party tools will also be installed.

Custom (Step-by-step). Use this option to avoid installation of
() third-party tools: (i) Wireshark (for packet capture) and (i) Python,
Pywin and SUMO (for VANETs in Standard/Pro versions)

MNote that if these tools are already installed you will be prompted with an
option to reinstallfupdate

< Back Install Close

Figure 2-4: Select Express (Single click) radio and click on install

NetSim installation starts, and users can see that the third-party tools download information

window click on OK to proceed with the installation.
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[ MetSim Pro v14.2 Setup *®

Wireshark: Download size: 82.4 MB. Used for packet capture, Optional.
Python: Download size: 25.4 ME, pywin: Download size: 11.6 ME,
matplotlib: Download size: 7.6 MB, and SUMO: Download size: 136.7
ME. Used in the VAMETs library. Optional. Win Merge: Download Size:
9.4 MB. Useful for quick comparison of source codes when developing
custom code in MetSim, Optional.

Cancel

Figure 2-5: Click on the OK to proceed installation process of NetSim

Third-party tools, including Wireshark, SUMO, Python, WinMerge, PyWin, and Microsoft .NET,
will begin installation .Before that, the installer will look for the third-party tools at the same folder
where NetSim.exe is present if found, the next step of installation proceeds.

Else, the third-party tools will get downloaded from our NetSim servers and installed if the PC/VM
is connected to the Internet.

[¥] Downloading sumo - Downloading 66% X [T Downloading python - Downloading 29% X
URL https: //tetcossetup.s3.ap-south-1. amazonaws.com/NetSim_14.2/T hirdP URL hitps.//tetcossetup.s3.ap-south-1.amazonaws.com/NetSim_14.2/ThirdP
File name  C:\Program Files\NetSim\Pro_v14_2\Third_Party_Softwares\sumo-win: Filename  C:\Program Files\NetSim\Pro_v14_2\Third_Party_Softwares\python-3.1;
Transfered B8IMB (7647 kB/sec) Remaining time 0:00.08 Transfered 7576 kB Remaining time 0:00:02
File size 136 MB Totaltine 0:00:14 TR e dlalting SO

Figure 2-6: Sumo is being downloaded. Figure 2-7: python is being downloaded.

m Downloading pywin - Downloading 13% X m Downloading matplotlib - Connecting X
URL https: /ltetcosselup.sVSAap-soulh-‘I .amazonaws.com/NetSim_1 4.2/ThirdP URL https: //tetcossetup.s3.ap-south-1.amazonaws.com/NetSim_14.2/ThirdP
Filename  [C:\Program Files\NetSim\Pro_v14_2\Third_Party_Softwares\pywin32-3( File name  |[C:\Program Files\NetSim\Pro_v14_2\Third_Party_S oftwares\matplotiib-2
Transfered 1144 kB Remaining time 0:00:07 Transfered Remaining time
File size 9011 kB Total time 0:00:01 File size Total time 0:00:00

Figure 2-8: pywin is being downloaded. Figure 2-9: Matplotlib is being downloaded.

m Downloading Winmerge - Connecting X m Downloading Wireshark - Downloading 9% X
URL https://tetcossetup.s3. ap-south-1. amazonaws.com/NetSim_14.2/ThirdP URL https: /ftetcossetup.s3.ap-south-1. amazonaws.com/NetSim_14.2/ThirdP
File name  |C:\Program Files\NetSim\Pro_v14_2\Third_Party_Softwares\WwinMerge- Filename  [C:\Program Files\NetSim\Pro_v14_2\Third_Party_Softwares\Wireshark-
Transfered Remaining time Transfered 7440 kB Remaining time 0:00:10
File size Total time 0:00:00 File size 82MB Total time 0:00.01

Figure 2-10: Winmerge is being downloaded. Figure 2-11: Wireshark is being downloaded.

NetSim installation starts, and users can see that the third-party tools get installed one by one.
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Installing

[ NetSim Pro v14.2 Setup -

Please wait while NetSim Pro v14.2 is being installed.

MetSim for Windows

Please wait while Wireshark is being installed silently
|

< Back Next >

Cancel

Figure 2-12: Wireshark gets installed silently

Installing

m NetSim Pro vi

14.2 Setup —

Please wait while NetSim Pro v14.2 is being installed.

N

for Windows

Please wait while Python is being installed silently

\ ~ Show details

< Back Next >

Cancel

© TETCOS LLP. All rights reserved

Figure 2-13: Python gets installed silently
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[ NetSim Pro v14.2 Setup —

Installing
Please wait while NetSim Pro v14.2 is being installed.

Please wait while sumo is being installed silently

P ——_ |

< Back Next > Can

cel

Figure 2-14: Sumo gets installed silently

[ NetSim Pro v14.2 Setup -

Installing
Please wait while NetSim Pro v14.2 is being installed.

N

Please wait while WinMerge is being installed silently

P ——

< Back Next > Can

cel

Figure 2-15: Winmerge gets installed silently

Ver 14.3

After the third-party installations, NetSim installation proceeds. Once it is completed, NetSim-

complete setup wizard appears as shown below. Click on the Finish to complete the installation

process of NetSim.

© TETCOS LLP. All rights

reserved
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[ NetSim Pro v14.2 Setup -

Completing the NetSim Pro vi14.2
Setup Wizard

NetSim Pro v14.2 has been installed on your computer.

Click Finish to dose this wizard.

Figure 2-16: Select Finish to complete the installation process of NetSim.

2.2.2 Custom (Step-by-step) installation

[ NetSim Pro v14.2 Setup — X
Third party tool installation
Choose the type of installation

The third party tools that will be installed are Wireshark, SUMO, Python, pywin and
Microsoft.Net runtime, The installation of third-party tools proceeds as follows:

The installer will first look for the third-party tools at the same folder where NetSim setup exe
is present. If found, the installation proceeds. Else,

If the PC/VM (on which NetSim is being installed) is connected to the internet, then the
third-party tools are downloaded from our servers and installed. This may take time
depending on your internet speed.

Installation options
(O Express (Single dick). Al third-party tools will also be installed.

Custom (Step-by-step). Use this option to avoid installation of
(®) third-party tools: (i) Wireshark (for packet capture) and (i) Python,
Pywin and SUMO (for VANETS in Standard/Pro versions)

Note that if these tools are already installed you will be prompted with an
option to reinstallfupdate

< Back Install Close

Figure 2-17: Select Custom Radio

Now the user will be prompted to select the components to be installed. The list of components
is available for selection and assembly only in the Standard and Pro versions of NetSim. NetSim

Academic version is available as a single package.

Note: In Standard and Pro Versions of NetSim, the Choose Components screen will display only those components for

which the licenses are obtained by the user. Network Emulator and Advanced 5G are available as add-Ons.
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Eﬂ NetSim Pro v14.2 Setup

Choose Components
Choose which features of NetSim Pro v14.2 you want to install.

X

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install:

Component 1 - Internetworks
--|+| Component 2 - Legacy & Cellular Networks

| Component 4 - Mobile Adhoc Networks
Component 5 - Software Defined Networks
Component 6 - Internet of things

--[¥] Component 7 - Cognitive Radio Networks

<IN >

Component 3 - Advanced Routing and Switct

v

Ver 14.3

Figure 2-18: list of components is available for selection and assembly only in the Standard and Pro

Note: Select all the supporting applications for complete installation of the software as shown below:

Click on the Next.

versions

[ NetSim Pro v14.2 Setup

Choose Components
Choose which features of NetSim Pro v14.2 you want to install.

X

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install:

+--[¥] Add on - Network Emulator

i Add on - TDMA_Radio_Networks
Add on - Advanced 5G
hird_party_tools

Wireshark

+[¥] sumo (Required for VANETS)
- [¥] Python

<rack Cancel

Note: Sumo, Python and Winmerge comes only as a part of Standard and Pro Version Install.

Figure 2-19: list of third-party tools

In the next screen, you will be requested to enter the installation path. Select the path in which

the software needs to be installed and click on Next .

© TETCOS LLP. All rights reserved
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m NetSim Pro v14.2 Setup: Installation Folder = X
Choose Components
Choose which features of NetSim Pro v14.2 you want to install.

Setup will install NetSim Pro v14.2 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

:\Program Files\NetSim\Pro_v14 Browse...

< Back Cancel

Figure 2-20: NetSim installation directory path

Ver 14.3

In the next screen, you will be requested to enter the Start Menu folder name. By default, it shows

NetSim Standard for Standard version install of NetSim. Click on the Install to start the

installation.

[ NetSim Pro v14.2 Setup - X
Directory Choose
Choose the components {libraries) of NetSim you want to install.

Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder.

etSim Pro14.2.x64

7-Zip ~
Accessibility

Accessories

Administrative Tools

CodeBlocks

IP Messenger for Win

Java Development Kit

JetBrains

K7TotalSecurity

Maintenance

Microsoft Office Tools

Orade VM VirtualBox v

For Windows -

< Back Cancel

Figure 2-21: Start Menu folder name

The installation process begins.

© TETCOS LLP. All rights reserved
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Eﬂ NetSim Pro v14.2 Setup —
Installing
Please wait while NetSim Pro v14.2 is being installed.

C:\Program Files\NetSim\Pro_v14_2\src\Simulation\Ethernet\Ethernet. vexproj.user

Show details

< Back Next > Cancel

Figure 2-22: NetSim pro v14.1 being installed.

After the installation of required NetSim files, the installation of third-party tools begins.
For NetSim Academic Version, Npcap and Wireshark will be installed.

For NetSim Standard and Pro Versions, along with WinPcap and Wireshark installation, Dot net,
Sumo, Python installation will start automatically. (If not deselected during 3rd party software
selection)

If the PC/VM is connected to the Internet third party tools will get downloaded from our NetSim
servers (If the third-party tools are not found in folder where NetSim.exe is present) and proceeds

with installation.

Click on Install to start Dot NET (.NET) installation

‘ﬁ Microsoft Windows Desktop Runtime - 7.0.3 (x64) Installer — *®

Microsoft Windows Desktop Runtime - 7.0.3 (x64)

Windows Desktop Runtime

The .NET Windows Desktop Runtime is used to run Windows Forms and WPF
applications, on your computer. .NET is open source, cross platform, and supported by
Microsoft. We hope you enjoy it!

By clicking Install, you agree to the following terms.

Privacy Statement
o N ET Licensing Information for NET

Install Close

Figure 2-23: Select install to install Dot NET (.NET)

Installation process begins.
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#) Microsoft Windows Desktop Runtime - 7.0.3 (x64) Installer

— 3 ﬁ

Microsoft Windows Desktop Runtime - 7.0.3 (x64) Microsoft Windows Desktop Runtime - 7.0.3 (x64)

Setup Progress

Installation was successful
Processing:  Microsoft NET Runtime - 7.0.3 (x64)
I

The following was installed at

- Microsoft Windows Desktop Runtime - 7.0.3 (x64)

Resources

Documentation

Release Notes
Tutorials
N ET N ET NET Core Telemetry
. o -DET Core Telemetry

T

Figure 2-24: Dot NET (.NET) installation begins

Close

Figure 2-25: Dot NET (.NET) installation
successfully completed

After the successful installation of Dot NET (.NET) and click on close then Wireshark installation
window appears. Click on Next to begin

M Wireshark 4.2.3 x64 Setup

Welcome to Wireshark 4.2_3 x64
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.

Figure 2-26: Select Next to start Wireshark installation

Wireshark License Agreement appears. Click on the | Agree.

M Wireshark 4.2.3 x64 Setup - X
License Agreement
Fleasze review the license terms before instaling Wireshark 4. 2.3 k64, ‘

Wireshark is distributed under the GNU General Public License.

| GMNU GENERAL PUBLIC LICENSE "
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

This is not an end user license agreement (EULA). Itis provided here for informational
purposes only.

< Back Cancel

Figure 2-27: Wireshark License Agreement window
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Make sure that all the components are selected and click on Next.

Click on Next.

M Wireshark 4.2.3 x64 Setup —

Choose Components ‘

X

Choose which features of Wireshark 4.2.3 x64 you want to install.

The following components are available for installation.

Select components to install:

Tshark
External capture tools (extcap)

-

Description
Space required: 261.2 MB

Figure 2-28: Choose Wireshark features

M Wireshark 4.2.3 x64 Setup - x
Additional Tasks
Create shortcuts and assodate file extensions. ‘

Create Shortcuts

Wireshark Start Menu Item
[ wireshark Desktop Icon

Associate Fle Exensions

Assodate trace file extensions with Wireshark
Extensions indude 5vw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, Icap,

mplog, ntar, out, pcap, pcapng, pkla, pkt, rf5, rtp, snoop, syc, tpe, tri,
trace, trc, wwr, wpc, and wpz.

Figure 2-29: Select Next

Select the path in which Wireshark needs to be installed and click on Next.

© TETCOS LLP. All rights reserved
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M Wireshark 4.2.3 x64 Setup —

X

Choose the folder in which to install Wireshark 4.2.3 x64.

Choose Install Location l

Choose a directory in which to install Wireshark.

Destination Folder

Browse...

Space required: 261.2 MB
Space available: 2.0 GB

Wireshatk® Installer

Figure 2-30: Wireshark installation directory path

Select Install Npcap 1.78 and click on Next.

M Wireshark 4.2.3 x64 Setup - X
Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. A

Currently installed Npcap or WinPcap version
WinPcap 4.1.3

Install
Install Npcap 1.78
The currently installed WinPcap 4.1.3 may be uninstalled first.

Important notice
If your system has crashed during a Wireshark installation, you must run the
'net stop npcap' as Administrator before upgrading Npcap, so that it doesn't crash
Get WinPcap

Learn more about Npcap and WinPcap

< Back Cancel

Figure 2-31: Select Install Npcap 1.78 in Wireshark window
Select Install USBPcap 1.5.4.0 and click on Install.

M Wireshark 4.2.3 x64 Setup - X
USB Capture
USBPcap is required to capture USB traffic. Should USBPcap be installed A

(experimental)?

Currently installed USBPcap version

is currently not installed

Install
Install USBPcap 1.5.4.0
(Use Add/Remove Programs first to uninstall any undetected old USBPcap

Important notice
In case of issue after installation, please use the system restore point created or read
https://github.com/desowin/usbpcap/issues/3

Learn more about USBPcap

R Installer

< Back Install Cancel
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Figure 2-32: Select Install USBPcap 1.5.4.0 in Wireshark window

The installation process begins.

‘ Wireshark 4.2

Installing

Please wait while Wireshark 4.2.3 x64 is being installed. A
|

|
|

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" /install /quiet /norestart

Extract: ws.css A
Extract: wireshark.html

Extract: wireshark-filter.html

Extract: dumpcap.exe

Extract: dumpcap.html

Extract: extcap.html

Extract: ipmap.html

Extract: release-notes.html

Extract: vc_redist.x64.exe

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" /install /quiet /norestart

< Back Next > Cancel

Figure 2-33: Wireshark installation process begins

Ver 14.3

Npcap License Agreement window appears. Click on | Agree and proceed with the installation.

(47 Npcap 1.78 Setup e X

License Agreement
Please review the license terms before installing Npcap 1.78.

Press Page Down to see the rest of the agreement.

NPCAP COPYRIGHT / END USER LICENSE AGREEMENT

Npcap (https://npcap.com) is @ Windows packet sniffing driver and
library and is copyright (c) 2013-2023 by Nmap Software LLC ("The Nmap
Project”). All rights reserved.

Even though Npcap source code is publicly available for review, itis

not open source software and may not be redistributed or used in other

software without special permission from the Nmap Project. The

standard (free) version is usually limited to installation on five v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Npcap 1.78.

==

Figure 2-34: Npcap License Agreement window

Installation Options window appears. Simply click on Install.
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(7 Npcap 1.78 Setup . X

Installation Options
Please review the following options before installing Npcap 1.78

[[JRestrict Npcap driver's access to Administrators only
[T support raw 802. 11 traffic (and monitor mode) for wireless adapters
[[Jinstall Npcap in WinPcap API-compatible Mode (WinPcap will be uninstalled)

<o Conc

Figure 2-35: Npcap Installation Options window

Npcap Installation begins.

{37 Npcap 1.78 Setup —

Installing
Please wait while Npcap 1.78 is being installed.

Clearing Npcap entries from driver store

Figure 2-36: Npcap installation

The Installation Complete window appears. Click on Next to proceed.
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(37 Npcap 1.78 Setup =

Installation Complete
Setup was completed successfully.

Completed

Show details

Next > Cancel

Figure 2-37: Npcap installation is complete
USBPcap Driver License Agreement window appears. Click on | accept the terms of the License
Agreement check box and click on Next.

ﬁ USBPcap 1.3.0.0 Setup: License Agreement — x
@ UUSBPcap Driver license
GMNU GEMERAL PUBLIC LICENSE ~

Wersion 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is pemmitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your W

| SN T [ N T N | T S o [ o T

[v 1accept the terms of the License Agreement

Cancel

Figure 2-38: USBPcap Driver License Agreement window

USBPcap CMD License Agreement window appears. Click on | accept the terms of the License

Agreement check box and click on Next .
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ﬁ USBPcap 1.3.0.0 Setup: License Agreement - >

]| USBPcapCMD license

Copyright (c) 2013-2017, Tomasz Mon ~
Al rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are pemitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

TIe CArTIMANT IC OACANTT DY THE SO mie, T L Rrme Akim

¥ | accept the temms of the License Agreement

Cancel | Hullsoft Install System 3,04 < Back |

Figure 2-39: USBPcap CMD License Agreement window

5 USBPcap 1.3.0.0 Setup: Completed -

Completed

Show details |

Cancel | Mullsoft Inskall Systern w304 < Back |

Figure 2-40: USBPcap installation is completed

The Installation Complete dialog box appears once the installation process is completed
successfully. Click on the Next .
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Installing

Please wait while Wireshark 4.2.3 x64 is being installed.

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" /install /quiet /norestart

£

Extract: ws.css
Extract: wireshark.html

Extract: wireshark-filter.html

Extract: dumpcap.exe
Extract: dumpcap.html
Extract: extcap.html
Extract: ipmap.html|
Extract: release-notes.html
Extract: vc_redist.x64.exe

Execute: "C:\Program Files\Wireshark\vc_redist.x64.exe" /install /quiet /norestart

LS

Figure 2-41: Installation Complete dialog box and select next

You will get the Wireshark Completing Setup window. Select the option | want to

reboot later.

‘ Wireshark 4.2.3 x64 Setup

Figure 2-42: Select the option | want to manually reboot later and Click on Finish

Completing Wireshark 4.2.3 x64
Setup

Wireshark 4.2.3 x64 has been installed on your computer.

Click Finish to close Setup.

[] show News

Ver 14.3

manually

This completes the Installation of Wireshark software. NetSim complete Setup wizard appears as

shown above. After click on Finish to begin with WinMerge installation.

Next the WinMerge License Agreement appears. Click on Next.

© TETCOS LLP. All rights reserved
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EE! Setup - WinMerge — x
License Agreement -
GNU General Public License d

When you are ready to continue with Setup, dick Next.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple
Place - Suite 330, Boston, MA 02111-1307, USA Everyone is
permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General b4

Figure 2-43: WinMerge License agreement window

Select the path in which WinMerge needs to be installed and click on Next .

ﬁ?ﬂ Setup - WinMerge - x
Select Destination Location =k
Where should WinMerge be installed? !:

Setup will install WinMerge into the following folder.

To continue, dlick Mext. If you would like to select a different folder, dlick Browse.

C:\Program Files\WinMerge Browse. ..

At least 8.0 MB of free disk space is required.

Figure 2-44: Select the location where should WinMerge be installed

Once WinMerge installation completes, click on Finish .

ﬁl Setup - WinMerge —

Completing the WinMerge Setup
Wizard

Setup has finished installing WinMerge on your computer.

Click Finish to exit Setup.

Launch WinMerge

<
—

Figure 2-45: Click on Finish to completes WinMerge installation
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Click on Next to start SUMO installation.

& SUMO Setup - X

Welcome to the SUMO Setup Wizard

The Setup Wizard will install SUMO on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

Back Cancel
Figure 2-46: Sumo Installation starts
SUMO License Agreement appears. Accept the terms in license agreement and click on Next

to proceed installation

15 SUMO Setup - X
End-User License Agreement ‘{
Please read the following license agreement carefully />

Eclipse Public License - v 2.0

THE ACCOMPANYING PROGFAM IS PROVIDED UNDEER. THE
TERMS OF THIS ECLIPSE PUBLIC LICENSE (“AGREEMENT™).
ANY USE. REPRODUCTION OF. DISTRIBUTION OF THE
PROGEAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF
THIS AGREEMENT.

1. DEFINITIONS

“Contribution” means:

1 accept the terms in the License Agreement

Print Back Cancel
Figure 2-47: SUMO License Agreement window

Once SUMO installation completes, click on Finish.
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Completed the SUMO Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel
Figure 2-48: Complete SUMO Installation

Click on Next to start with Python 3.12.2 installation.
% Python 3.12.2 (64-bit) Setup - X

} Install Python 3.12.2 (64-bit)
Select Install Now to install Python with default settings, or choose

Customize to enable or disable features.
= Install Now
CA\Program Files\Python312
Includes IDLE, pip and documentation
Creates shortcuts and file associations

—» Customize installation
Choose location and features

pgth?n [ Use admin privileges when installing py.exe

or

. Add python.exe to PATH Cancel
windows

Figure 2-49: Select finstall Nowdoption to install Python

The installation begins once you click on the Install option.

I Python 3.12.2 (64-hit) Setup — *

} Setup Progress
Installing:
Python 3.12.2 pip Bootstrap (64-bit)

python

for

windows

Cancel

Figure 2-50: Python installation begins.
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5 Python 3.12.2 (64-bit) Setup

) Setup was successful

Mew to Python? Start with the online tutorial and
documentation. At your terminal, type "py" to launch Python,
or search for Python in your Start menu.

See what's new in this release, or find more info about using
Python on Windows.

python
for

windows lose

Figure 2-51: Python installation successfully completed.

Once the installation is finished, click on Close to start the installation pywin 32

ped

This ‘wizard will install pywin32 on your computer. Click Mext to continue or
Cancel to exit the Setup ‘wizard

Ppthon extensions for Microzoft Windows
Pravides access to much of the 'Win32 AP, the
ability to create and use COM objects, and the
Pptharwin environment,

Authar: Mark Hammond [t al]
P?THO“ Author_email: mhammond@skippinet.com.au
Pouer‘ed Descriptior: Python for Windaw Extensions
Mame: pywini2

Url: https: /fgithub.com/mhammondpywin32
Wersion: 305

Built Sun Moy 517:41:12 2022 with distutils-3.9.0b4+

< Back | Meatt > | Cancel |

Figure 2-52: pywin 32-224 installation wizard window

Click on Next to select the directory to be used.

Setup

Python 3.17 is required for this package. Select installation to use:

3.11 [found in reqistry)

PYTHON

Powered

Python Directory: C:\Program Files',

Installation Directory: | C:\Program Files\Python31 14Lib4site-pack ages'

< Back Next > Cancel

Figure 2-53: Python directory path
Click on Next to start the installation.
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Setup

PYTHON

Powered

Compiling files to .pyo...

< Back | Next > | Cancel |

Figure 2-54: Select Next to install of pywin32

Once the installation is finished, click on Finish.

PYTHON
Powered

Figure 2-55: Select Finish to complete pywin installation

Postinstall script finished.
Click the Finish button to ext the Setup wizard.

Finish

Ver 14.3

This completes the Installation of pywin software. NetSim complete Setup wizard appears as

shown below. Click on Finish to complete the installation process of NetSim.

[ NetSim Pro v14.2 Setup

NetSim"

Completing the NetSim Pro v14.2
Setup Wizard

NetSim Pro v14.2 has been installed on your computer.

Click Finish to dose this wizard.

< Back Cancel

Figure 2-56: NetSim complete Setup wizard

© TETCOS LLP. All rights reserved
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After this, to run NetSim, double click on the NetSim icon present in the desktop or right click and
choose Run as administrator option. A NetSim License Server Information screen appears to
start with NetSim.

EEI NetSim License Server Information >

NetSim Professional ﬁ
Metwork Simulation/ Emulation Platform
Wersion 14.2.3 (64 Bit)

Floating Licenses

MetSim License Server |P Address | . . . |

ar
Host Mame | |

Port Mumber  |50532

Remember Me

Cloud/Mode-locked/Evaluation Licenses

MNetSim License File | Select lic License File ‘ =

Reset OK

Email - support@tetcos.com FAC

Figure 2-57: Enter NetSim License Server IP Address/Host name/Select NetSim License file

Enter the NetSim License Server IP Address, i.e. the system in which the License files are

present and the rim.exe file is running (Refer Section 2.3 to set up NetSim License Server).

In the case of Cloud/Node-locked/Evaluation license browse the provided LIC file and click on

OK. Once this is done, NetSim Home screen will appear.
2.2.3 Silent installation
Steps for silent installation in NetSim are as follows.

1. For example, let us take the NetSim_Standard_14 2 3 HW_64bit.exe setup. Right click on

NetSim Standard 64-bit setup A Go to properties and copy the Location as shown below.
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Eﬂ NetSim_Standard_14_2_3_HW_64bit.exe Properties x
Security Details Previous Versions
General Compatibility Digital Signatures

| MetSim_Standard_14_2_3 HW_64bit exe

Type of file:  Application | .exe)

Description:  Metwork Simulator

Location: “\Dlownloads|
Size: 357 MB (37 44 63,024 bytes)
Size on disk: 357 MB (37 44 64 512 bytes)

Created: 03 June 2024, 15:40:22
Modified: 03 June 2024, 15:41:35
Accessed: 03 June 2024, 15:41:35

Mtributes: [JReadonly []Hidden Advanced...

Security: This file came from another
computer and might be blocked to L] Unblock
help protect this computer.

Caneel
Figure 2-58: NetSim Standard 64-bit setup location

2. Open command prompt and paste the copied location as shown below.

BN Select Command Prompt

Figure 2-59: Enter setup location in command prompt.

3. Run/Execute Command with the following parameters:

fiNetSim_Standard 14 2 3 HW _64bit.exed/S /silent=1
<setup name>/S<space>/silent=1

i. silent=1: It will install NetSim and third-party tools silently.

ii. /S: It will Install NetSim itself silently.

Bl Select CAWindows\System32\cmd.exe

E:\Downloads>"NetSim Pro 14 2 3 HW 64bit.exe"/S /silent=1

Figure 2-60: Silent installation command in command prompt
4. Press the Enter key. The following User Account Control message window appears. Click on

Yes to begin silent installation of NetSim.
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m Network Simulator

Verified publisher: Tetcos LLP
File origin: Hard drive on this computer

Show more details

Figure 2-61: User Account Control message window appears and select Yes.

Note: Complete installation of NetSim may take up to 2 or 3 minutes.

2.3 Setting up License Server

Ver 14.3

2.3.1 Installing NetSim RLM Dongle Driver Software (Dongle Based Licenses)

This section guides you to install the RLMDongle Driver software from the CD-ROM.

b=

Double click on HASPUserSetup.exe

Insert the CD-ROM disc in the CD drive.
Double click on My Computer and access the CD Drive.

Double click on Driver Software folder.

Each prompt displayed during the process tells you what it is about to do and prompts to either

continue or exit.

Setup prepares the installation wizard and the driver software installation begins with a Welcome

Screen. Click on Next.

mstalihed

@‘xfeNet

Welcome to the Sentinel Runtime
Instaliation Wizard

% is shorgly d ot you et o Windows grog
Bodore rurrwg the sehp program

Cich Carcel 10 qut e 1000 program, fhen clote ary programs
you have e Cick Nesd 1o continus the natalation

WARNNG: The grogram i pectected by copynight law and
rhorutongl beatms

Unauthonsed repeoducton of dabibuton of the oo am. o oy
pomon of £ may sesult in severe Ol and crmenl peralies. and
vl bo 2od to the oxdert i undier
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Figure 2-62: Sentinel Runtime Setup window and select Next

Note: Any other program running during the installation of the Dongle will affect the proper installation of the software.

Sentinel Runtime Setup License Agreement appears. Read the license agreement carefully, scroll
down to read the complete license agreement. If the requirement of the license agreement is
accepted, Click on | accept the license agreement and click on Next else quit the setup by clicking

Cancel .

SAFENET SENTINEL LDK PRODUCT END USER
LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR AND USE OF THE
SENTINEL* LDK PRODUCTS (including without iimitation, the Developer’s Kit, libranies,
utiities, diskettes, CO_ROM, DVD, Sentinel keys, the software component of SafelNet
Sentinel LDK and the Sentinel LDK Software Protection and Licensing Guide)
(hereinafter “Product”) SUPPLIED BY SAFENET, INC, (or any of its affiliates - etther of
them referred to 25 “SAFENET™) ARE AND SHALL BE, SUBJECT TO THE TERMS AND
CONDITIONS SET FORTH IN THIS AGREEMENT.
(@)1 accept the kcense agreement
(21 do nok accapt the bcans agresmant

InstalShicid

Resat B[ Fews_] [ Caca

Figure 2-63: Sentinel Runtime Setup License Agreement window appears and select Next

The installation process begins.

Instalfheeld

[ Coeal |

Figure 2-64: Installation process begins

Once the Sentinel Runtime is installed successfully, click on Finish.
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ik Sentinet Rurtime sewp - = HEM|
Sentinel Runtime has been
@.ﬁaﬂet successfully installed.

The Sentinel HASP Run-time Environment uses
port 1947 1o communicate with local and remote
components. if you use a firewall, ensure that it
does not block this port.

Chek the Firssh bution to e ths netalation

Firish

Figure 2-65: Sentinel Runtime is installed successfully and séilect Finish
Now the RLM driver software is installed successfully. If the driver has been successfully installed,
then upon connecting the Dongle in the USB port, a red light will glow (Refer picture below Figure
2-66). If the driver is not properly installed, this light will not glow when the dongle is connected
to the USB Port.

Figure 2-66: Connecting the Dongle in the USB Port
2.3.2 Running NetSim License Server

A Copy the NetSim License Server folder and paste it onto the desktop. Check that it has
the license file. If not copy the paste the license file into the License server folder

A Double click on NetSim License Server folder from Desktop.

Double click on rIm.exe

A For hardware dongle-based users: After the Driver Software installation, connect the RLM

>

dongle to the system USB port. Double click on My Computer and access the CD Drive.
This CD contents will have the NetSim License server folder.

Note: For running NetSim, rlm.exe must be running in the server (license server) system and the server system IP

address must be entered correctly. Wi thout running rlm.exe,

While running rim.exe, the screen will appear as shown below Figure 2-67.
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Figure 2-67: When NetSim license server system running, window appears

| C\Users\Tetcos\Desktop\NetSim_License_Serverirlm.exe

12:18 (rIn> RLM License Server Uersion 11.2BL2

Copyright (C) 2886-2814. Reprise Software, Inc. All rights reserved.

123
12:
12:

12:
12:

12: 3 i rted on Tetcos-FC
3 i e: xB6_ud

12: r -
12: 3 i _8.1lic
12:

Ueb server starting on port 50854
Using TCP/IP port 5053

12: r - adding UDP/IP port 5853

12: ) Starting 1SU server tetcos on port 49623

12: r Hew thread created to watch ISU tetcos

12:18 (tetcos) RLM License Server sion 11.2BL2 for ISU “tetcos"

12:18 (tetcos) Server architecture: x86_u3

Copyright (C) 20P6-2014, Reprise Softwars, Inc. ALL rights reserved.
 —

2.3.3 Running NetSim Software

Ver 14.3

After running rim.exe, double click the NetSim icon in the Desktop. The screen given below will

be obtained. Enter the Server IP address where the rim.exe is running and click OK.

Figure 2-68: Enter NetSim License Server IP Address.

© TETCOS LLP. All rights reserved

EEI MNetSim License Server Information

NetSim Professional

Metwork Simulation/ Emulation Platform
Version 14.2.3 (64 Bif)

Floating Licenses

*

NetSim License Server [P Address |

or

Host Mame |

Port Number |5053

Remember Me

Cloud/Node-locked/Evaluation Licenses

MetSim License File | Select lic License F

Reset oK

Email - support@t:
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3 NetSim GUI

The graphical user interface (GUI) allows users to interact with the simulator for creating,
modifying, and saving, simulation experiments and workspaces. This is much easier to use when
compared to command line or text-based simulator interfaces. NetSim GUI comprises of the
Home Screen, Design Window, Results Window and Plots Window.

3.1 NetSim Home Screen

The home screen appears after successfully obtaining a I|icense
features and functionality in NetSim and is shown in the image below.

€8l Intemet of Things

G Cognitive Radio Networks o UTE/UTEA €1 Vehicular Adhoc Networks. @ SGNR
¢ o interfaces with  Based A
intertec

.....

604 TOMA Radio Networks

Lerse sertngs (B) 4
fit (©) st 18 Advarced Routing B Software Defined Networks Hasn Network Emulator

Features VLAN, Multicast Routing IGMP and PIM. Bazed on Openfiow protocal. Access this festure  Connect
13 Switch ACL and NAT. Accers these festures  within the properties of all 13 devces. SON  NetSim h al components except
within the properties of Switches and Reuters  interfaces weh all compenents except (2 and  C2. Access this festure incide Appication
] cit s

consed g Licenced aned censed

Figure 3-1: NetSim Home screen. Labels 1 through 10 have been added for explanation purposes.

On the NetSim Home Screen, users will find the following items:

1. New Simulation: This menu in NetSim allows users to design and simulate various networks.
These include Internetworks, Legacy Networks, Mobile Ad hoc networks, Cellular Networks,
Wireless Sensor Networks, Internet of Things, Cognitive Radio Networks, LTE/LTE-A
Networks, 5G NR, VANETSs, Satellite Communication, and Underwater Acoustic Networks,
TDMA Radio Networks. Licensed components will have a green open lock, Unlicensed
components will show a red closed lock, and those with a grey background at the bottom are
inaccessible directly. Users can access these greyed out components through other
components as described in the tiles.

2. Your work: This menu allows users to access saved experiments within the current
workspace. This menu allows users to view, edit, or rerun existing simulations. Additionally,

users have the option to export saved files from the current workspace.
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3. Examples: This menu allows users to conduct simulations categorized by network type.
Users can select the network, expand, and click on file names to view the simulation
examples. Loading a simulation involves clicking on a tile in the middle panel. Then users can
run and analyze results. The book icon on the right side of each network opens corresponding
PDF documentation.

NetSim Home - =} b3
NetSim Professional
Network Simulation/Emulation Platform
Version 14.2.3 (64 Bit)
CtrleN  Example Simulations MAC Throughput and Efficiency comparison of 802.11 Legacy vs. HT protocols Results

Ctrl+0

4 Internetworks In this example, we analyze the throughput and efficiency of the IEE
“ Wifi s by varying the distance, transmitter, and receiv both thy
4 MAC Throughput and Efficiency comparison of 80211 Leg > node-
Legacy netw Legacy network ! -
High-throughput 11n with 8 20MHz bandwidth .

ghput 802.11n with a 40MHz bandwidth

Wireless property

daptation
Effect of Bancw n WiFi 802.11ac
Peak UDP and TCP throughput 802.11ac and 802.11n
Subnetting in NetSim e i
Different OSPF Control Packets T =)
— =
Configuring Static Route 3
L Setting
Bxit AteFe T
 the different technology libraries in NetSim. Expand and click on the file name to display simulation examples. Then click on a tile in the middle panel to load the simulation. Click on the book icon on
ion (pdl).
pport Docum

Figure 3-2: Featured Examples
4. Experiments: This menu allows users to access the experiments section, covering various
experiments across all NetSim technologies. Users can select an experiment by expanding
and clicking on the file name, then loading the simulation by clicking on a tile in the middle
panel. For all experiments the network and parameter settings are pre-configured. Clicking on
the book icon on the right side of each experiment opens the corresponding PDF file that
provides a detailed description of the experiment.

© TETCOS LLP. All rights reserved Page 44 of 312



[ NetSim Home

NetSim Professional
Network Simulation/Emulation Platform
Version 14.2.3 (64 Bit)

Results.

These examples facilitate the analysis of throughput and file transfer delay for elastic TCP traffic

Link speed - 20Mbps

Application type: FTP
Transport layer protocol: TCP
File size: 50

Congestion control algorithm: New Reno
Link speed: 20 Mbps

TP

ngestion control algorithm: New Reno
Link speed: 75 Mbps — SN -
e paches  bmbrdewre  (may

Tl

) 95 A T R F)

B w10 7 20 2%

' e st a0 o%

7 saaar

™) e a1 an a

Leam networking concepts through simulation experiments. Documentation comes with objective, theory, set-up, results, and discussion, Expand and click on the file name to display experiments and associated content. Then click on a tile in the middle panel

New Simulstion CtlsN  Experiments Data traffic types and network performance measures
Your Work [ e
4 Network Performance
Examples opead= 1
4 Data traffic types and network performance measures Uk e
Analyzing throughput and file transfer delay for elastic
Analyzing throughput and delay for stream UDP traffic | Application type: FTP
Analyzing TCP vs, UDP Performance in Error-Prone Net F:i";‘:“;;” ProtocE TR
Throughput and Bottleneck Server Analysis Congestion control algorithm: New Reno
Advanced Simulating Link Faiure Uik speect 10 Mops
Delay and Lities Low
MD1 and MG1 Queues
Advanced Simulation events in NetSim for ransmiting or Unk speed - SOMbps
' Wi
Routing snd Switching Application type: FTP
e Transport lsyer protocol: TCP
abvances i e
ongestion control slgorithm: New Reno
MANET Link speed: 50 Mbps
1OT-WsN
e
License Settings SGNR o
& g Radio Propagation
Legacy Networks Application type: FTP
Transportlayer protocol: TCP
File size: 50
Congestion control algorithm: New Reno
Link speed: 100 Mbps
to load the simulation. Click on the book icon on the left (Experiments) panel to view documentation (pdf).
Support Leam

Documentation

Contact Us

Email - sales@tetcos.com
Phone - +91 767 605 4321
Website »

Figure 3-3: Experiments List Window

5. License Settings: Clicking on "License Settings" presents users with three sub-menus

containing information related to

licenses.

I License Server Information: Use this menu to access details about the NetSim License

Server, which is the source for checking out licenses by the client.

[ NetSim Home

NetSim Professional
Network Simulation/Emulation Platform
Version 14.2.3 (64 Bit)

License Information

New Simulation CulsN  License Server Information

Your Work -0 End User License Agreement

B Configure Installed Component/Libraries plinips

Experiments 1SV name: tetcos

RLM Diagnostics at 05/30/2024 14:46

RLM version: 14.08L2
RLM platform: x64 wd

Hostname: DESKTOP-MOUQV4S

User: alice

Working directory: C:\Program Files\NetSim\Pro_v14_2\bin

Environment:

RLM_CONNECT_TIMEQUT= <not set>

RLM_EXTENDED,

RLM,

_ERROR_MESSAGES = <not set>
ENSE= <not set>

INLIMIT= <not set>
RANDOMIZE= <not set>
PROJECT=<not set>

RLM_QUEUE= <not set>
RLM_ROAM= <not set>

RLMSTAT= <ot set>
HTTP_PROXY=<not set>
HTTP_PROXY_CREDENTIALS=<not set>

License Settings

Exit RLM hostid list:

Alt=Fa

8444600

tetcos_LICENSE=<not set>

License files:

5053@192.168.09

rim_init() parameters:

1:5053@192.168.09

2: <omntu>

Support Learn

Documentation

E disksn= ip=192.168.0.60

Contact Us

Email - sales@tetcos com
Phone - +91 767 605 4321
Website

Figure 3-4: NetSim License Server Information window

Upon selecting the "License Server Info" menu item on the NetSim Home screen, user will be

presented with details including the platform type running NetSim, the RLM version, Dongle

RLM ID, the IP address of the NetSim License Server, and the pathway to the license files on

the server hosting NetSim License Server.
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1 End User License Agreement: Use this menu to view the end user license agreement.
Upon clicking the "End User License Agreement" menu item on the NetSim Home screen,
user will find details such as the Grant of License and Use of the Services, License
Restrictions, License Duration, Upgrade and Support Service, and more.

1 Configure Installed Components/Libraries: Use this menu to enable NetSim users to
simulate specific network types based on associated licenses and libraries. You manage
network access by selecting libraries for a particular network type, which the NetSim
License Server checks out when users initiate NetSim.

On the NetSim Home screen, users can view libraries for components for which they have
purchased licenses. Users can select or clear libraries and control access to NetSim, only if they

are using floating licenses.

The image below shows the display when a user clicks on the "Configure Installed

Components/Libraries" menu item.

[ NetSim Home % x

NetSim Professional
Netwark Simulaticn/Emulstion Patform

frsizn 1423 (64 B

AeFa

Figure 3-5: The Installed Components (Libraries) of NetSim
The Internetwork component is greyed out and cannot be cleared. This is because Internetworks

is a base component essential for the functionality of all other components.

6. Exit: Use this option to close NetSim
7. Support: Use this section to connect with NetSim support. The "Contact Technical
Support” link allows users to submit Support tickets, while communication via email is

possible to support@tetcos.com. The "Answers/FAQ" link provides access to our

Knowledge Base, offering a repository of information categorized into FAQs,
Technologies/Protocols, Modelling/Ul/Results, and Writing your own code in NetSim. Users

can leverage this wealth of information to find answers to their queries.
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Learn: Use this section to learn more about the software which includes the following:
"Videos" section provides access to NetSim-related videos on TETCOS LLP's YouTube
channel. This resource keeps users informed about the latest in NetSim, covers topics related
to various network technologies across different NetSim versions, and includes monthly
webinars. The Experiments Manual features 30+ inbuilt labs, per the curricula of top
universities, across a range of networking technologies.

Documentation: Use this section to open the following NetSim help documents: These
include the User Manual which explains the various features in NetSim, the Technology
Libraries which provides users with technical details of various Network Technologies in
NetSim through individual PDF files, and Source code help which comes along with Standard
and Pro Versions of NetSim, enables users to gain a deeper understanding of the underlying
code structure for in-depth analysis.

Contact Us: Use this section to contact us and get in touch and gather more information
about our product. Users can write to us via Email to sales@tetcos.com or contact us
through Phone to our official number +91 76760 54321. Website: Visit our website at

www.tetcos.com.

311 Creating ANewo Simul ations

The Simulation window appears when users choose the preferred network technology from the

New Menu. Click on New Simulation and choose the specific type of network to simulate.

[ Hetsin Home —

NetSim Professional .

Figure 3-6: NetSim Home Screen

Save
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m File Options Help | MNetwork Intemetworks | Workspace: 14-5tandard

Ji Create Scenario 5 Set Traffic L:‘} Cenfigure Reports L Show/Hide Info
[y save (] Wired Node | 2] L2 Switch
il— Close g Wireless Mode |*| L3 Switch

File Run Simulation Made Switch Access Point

Figure 3-7: To save experiment, Select File >Save.
To save an experiment, users can click on Save, then provide the Experiment Name and a

Description (optional) and click Save. The short cut for the same is Ctrl + S.
Save as

To save a previously saved experiment with a different name after making necessary
modifications (without replacing the existing copy), users can utilize the Save As option. Select
File > Save As, then input the Experiment Name, Description (Optional) and click Save. The short
cut for the same is Shift + Ctrl + S.

3.1.2 Grid: The Working Environment

Net Sim all ows users to customize the working env
preference. Grid values can be adjusted both before and after simulations, taking into
consideration the positions of the devices.

© TETCOS LLP. All rights reserved Page 48 of 312



C >

Grid Properties
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Grid Size
2
i
i - =,
Width (m) 500 a2
Length {m] 500
|=
Grid Origin =
¥ min {m} 0
=
=
=
Y min {m) ] =
o
=
Origin Position Top-left - .
Device Image Size/Style 5
B
lcon Size Large with name
Background Image Browse Clear m
o
A

Text Color

Grid Line Calor

Major -
Minor -

Grid Line Style

Major Automatic _— T
Minar Automatic _

| Remember my settings

Figure 3-8: Grid Properties Window.

Ver 14.3

1. Grid Size: In NetSim, users are provided with the option to set the grid dimensions both before

and after adding devices. The grid width and length need not be equal.
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w File Options Help @ Network: Internetworks | Workspace: Newwork

¢ Create Scenario ?.} Set Traffic Il—-,‘ Configure Reports L@ Show/Hide Info
IE, Save @ Q Wired Node |::7| L2 Switch ®
a2 Hom
([—j Close ‘g Wireless Node [*| L3 Switch -
File Run Simulation Node Switch Access Point Router
0 50 100 150 200
0 " 1 " 1 M 1 " 1 1 1 1 1 " " " 1
Width
1| &
(=]
c
Q
—
100 -
150 o
200
250 o

Figure 3—5: NetSim Design window highlighting the grid width and grid length.
2. Grid Origin: Grid origin is the starting (X, Y) point for grid lines and serves as the reference
for grid coordinate positioning. Note that the origin need not be (0, 0), the (X, Y) origin point
can be any positive or negative number.

w File  Options Help  Network: Internetworks | Workspace: Newwork

X Create Scenario o, Set Traffic [El Configure Reports  [i3 Show/Hide Info
[ save (] Wired Node E] L2 Switch
® = ®
a o W00 ¥E
<E| Close Q Wireless Node [ﬁ] 13 Switch - -

File Run Simulation Node Switch Access Point Router

-500 -430 -400 -350 -300
500 ! L ! L

450 -

-350

2300 -

250 H

Figure 3-10: Grid with origin at the top right, with the origin set as (-500, -500)

3. Origin Position: 1 n Net Si m, itds the initi auserpah@set i on
between the Top Left or Bottom Left options.
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1 Top Left sets the grid origin at the top-left of the grid, with positive Y going downward and
positive X extending to the right.

1 Bottom Left would set the grid origin at the bottom-left of the grid, with positive Y going
upward and positive X extending to the right.

Grid Properties

Grid Size
Width (m) 500
Length (m) 500
Grid Origin
X min (m) -500
Y min (m) -500
Origin Position Top-left ~

Top-Left

Figure 3-11: Options available in Origin Position.
Additionally, users have the option to modify the Axis Line color, representing the lines for the
X and Y axes. Moreover, users can also alter the Text color of numerical values displayed on

the X and Y axes.

Text Color

hd

Figure 3-12: Color options available for Axis Line Color and Text Color
4. Grid Line Color: Grid line color options provide users with the ability to customize the color

for both major and minor grid lines.

1 Major Grid Lines: These are the prominent grid lines that typically correspond to major
divisions or values.
1 Minor Grid Lines: These are the finer grid lines that are often used to represent smaller

divisions or values between the major grid lines.

Grid Line Color
Minar -

Figure 3-13: Color options available for Grid Line.
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5. Grid Line Style: Grid line style options comprise major and minor styles, providing users to
define the appearance of both prominent and finer grid lines. Within the major and minor grid
line style options, users can choose from various line styles like dash, dash-dot, long dash,

and more, allowing for customization of the grid lines' appearance.

Grid Line Style
Major 5.1 o S — d
Minor DiashDot R

Figure 3-14: Line style options available for Grid Line
6. Device Icon Size/Style: Device icon style lets users personalize the size and style of the

icons.

Device Image Size/Style

con Size Large with name ~

arge 1
Large without name

Small with name

Small without name

Figure 3-15: Options available for Devie Image Size/Style
7. Background Image: When users use the 'Background image' option in NetSim it substitutes

the blank grid environment background with the selected image.

[m=]
[
=
m
]

rla=
ica

Background Image

ChUserstMilDesktoptNew-Folder\Map-Image.png

Figure 3-16: Option to change Background Image.
Users have the option to choose any image as the background in the current grid environment

by browsing and importing it.
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Figure 3-17: A map is added as a background image on the grid.
8. Remember my settings: The last option in the Grid Properties window is "Remember my
settings." If users check this option, their grid settings will be saved and preserved even after
closing and reopening the application.

Grid Line Color
Major -
Minor -
Grid Line Style

Major Automatic

Minor Autematic _— T

v | Remember my settings

Figure 3-18: Option available to save the modified grid settings.

3.2 Create Scenario

This section will guide the user on creating a basic network scenario and analyzing the results.
Let us consider Internetworks. To create a new scenario, go to New Simulation A Internetworks

as shown in the image below.
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svaiable in C1 m features within the 5 N8 and LTE components.
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13 Switch, ACL and NAT. Access these festures

Ucensed censed

Figure 3-19: NetSim Home Screen
In this example, we design a network with two subnets. Let's assume subnet 1 comprises two
wired nodes connected via a switch, while the other subnet consists of one wired node. Both

subnets are connected using a router. The flow of traffic in the network goes from a wired node
in subnet 1 to the wired node in subnet 2.

L2_Switch_1 Wired_Node_S

Wired_Node_3 Wired_Node_ 4

Figure 3-20: Network Topology in this experiment
Perform the following steps to create this network design.

Step 1: Drop the devices. Click on Create Scenario Tab in Top left ribbon and select A Wired
Node.

¢ Create Scenario 22 Set Traffic ﬂ—‘l Configure Reports lig ShowsHide Info

E Save @ g Wired Mode ‘§| L2 Switch i l

- Devices Links
! w nf\
. = . 000K ‘-\{ K/.f ™o L o
<:——| Close I___| Wireless Node \%| L3 Switch - Applications
File Run Simulation Node Switch Access Point Router Wired/Wireless Links

Rapid Configurator

Figure 3-21: Internetworks Device Palette in GUI
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Click on the environment (the grid) where users want the Wired Node to be placed. In this way,
place two more wired nodes. Similarly, to position a Switch and a Router, click on the respective
device and click on the environment at the desired location.

A

¥/

Router_2

—_— 1 3
-

{-—2 [;]
—

L2 _Switch_1 ‘Wired_Mode_5

3

L

Wired_Mode_3

4

.

Wired_Mode_4

Figure 3-22: Dropped Devices on GUI

Note that in NetSim, the (X, y) position of any device on the grid represents the position of the top-

left corner of the icon and not the center of the icon.

Step 2: Connecting devices involves selecting the link, left clicking on one device, releasing the
mouse , then clicking on the second device and releasing the mouse . If you right-click anywhere
in the environment, the wired links may disappear. Be cautious not to displace the device in the

environment by clicking and dragging without releasing the mouse pointer.

i Create Scenario S Set Traffic [_‘1 Configure Reports L@ Show/Hide Info
i — - (o] :
Save Wired Node | =] L2 Switch —
4 @ - - — (%) N
M o 200000 \rw
(:——| Close 1 Wireless Node |*| L3 Switch ‘— ~ °

File Run Simulation MNode Switch Access Point Router Wired/Wireless Links

Figure 3-23: To Connect devices select wired/wireless links.
For instance, choose the link, then click on the switch followed by the router to connect them. In

this way, proceed to link all devices.
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<\
-)"A/J

Router_2

Wired_Mode_5

L2_Switch_1

Wired_Mode_3 Wired_Mode_4
Figure 3-24: Network Topology
3.2.1 Configuring devices and links

Step 1: To configure any device, click on the device which will open the right property panel as

shown below.

& ? N @
s AN O BR W »
L2_Switch_1 Properties L=
2 o
T 3
AR & General a
Routee2 > Position
B> Interface_1 (Ethernet)
-
3 E
& Interface_2 (Ethernet) FA
b Interface_3 (Ethernet)
% s
-
(+) 5
L2_Switch_1 ‘Wired_Node_5 E
g
)
=
1 2
3 4 —
[+
o
a
Wired_Node_3 Wired_Node_4
T
S
?

Figure 3-25: Click on the device to select properties.
Users can modify the default properties of any device as per their requirements. Then click

AENter o.
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AN @Y .
"y A\ N @ 0 5 Ha » o
Wired_Node_3 Properties =
> General a
> Position
> Application Layer
=
& Transport Layer =
B Network Layer
4 Interface_1 (Fthernet) -
S
4 Network Layer g
g.
B IPvd =
> ARP
= Datalink Layer B
]

& Physical Layer

510113

Figure 3-26: Network layer Properties window for wired node

Step 2: To configure the links, click on any Link ID and select Properties as shown below.

K | L. @Y @E%
v /N N @ i bod -
Link_4 Properties =
o
4 Link b
Link Type POINT_TO_POINT
Link Medium WIRED g
2
Link Mode FULL_DUPLEX
z
Max Uplink Speed (Mbps) 100 =
o
Max Downlink Speed (Mbps) 100 g
4 Medium Property
-
Q
Uplink BER 1807 B
Downlink BER 1E-07
m
Uplink Propagation Delay (us) 5 g
Downlink Propagation Delay (us) 5

Figure 3-27: Wired Link properties window for links

In NetSim, the properties of devices are categorized as follows:

1. Local: Changes made in one device do not affect any other device in the network scenario.

2. Global: Changes made in one device affect all the other devices of the same type in the
network scenario.

3. Link: Changes made in one device affect other devices of the same type connected to the

same Wireless/Ad-hoc link.
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4. Fixed: These parameters are auto populated by NetSim and cannot be edited by users.

3.2.2 Undo/Redo
In NetSim, users can find the Undo and Redo features in the status bar. With these s, users can

revert their actions, such as dropping devices and creating connections, and they can also redo

them if necessary.
Consider a scenario with two wired nodes and one router.

Vired_Mode_2

Wirsd_Mode_

(~
Ll W

Router_

L

6) (_3’ Auto Connect (on @) — |
Figure 3-28: Basic scenario

Users can now utilize the Undo feature to reverse any action they've performed. Clicking Undo

once removes the most recently created link or node.
| S
N // erc-Node_Z/’/

Wired_Node_ P

s ’

of 4

P /
P /
\ v
/’ "
I’ ','

~ Undo removes the

L/ ]
\A' ,,/ latest link or node

~ B

A Unde &~ | > Auto Connect (on @) - §

Figure 3-29: Undo option

The Redo feature is also available. When clicked, it restores the previously removed link or node,

enabling users to bring back what they've undone with a simple action.

Page 58 of 312

© TETCOS LLP. All rights reserved



Ver 14.3

Wired_MNode_’

/" Redo brings back
/7 the last removed
’ link or node

AE Auto Connect (on®) = b—— +

Figure 3-30: Redo Option

3.2.3 Auto Connect
The Auto Connect feature in the status bar can be turned on or off. This functionality is particularly

useful for users who want to establish connections among wireless devices automatically.

e

=

Aecess_Point1,

N

Wireless_Node_2
Wireless_Mode_3

p

L C_)l Auto Connect (on 0)| =+ 100%

Figure 3-31: Auto Connect option in GUI

3.3 Set Traffic

Users must model data traffic (or application, to be more precise) using the Set Traffic tab. Select

the type of application present in the ribbon. Refer the below image.

[ Show/Hide Info

[—‘} Configure Reports

% Create Scenaric S, Set Traffic
@) cer ) Emai e, FP ) voice £ Database (@) CBR (o video  @ry1 Emulation
*é} Custom HTTP _I-_ Videa ‘i. Emulation :'/-.'w_-:, Gaming 'é Custom \'11,_,', Vaice

Broadcast Applications

Unicast Applications

Figure 3-32: Set traffic by configuring applications shown on the ribbon.
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Select, then left click on one device, release the mouse , then click on the second device and
release the mouse . In the screenshot shown below, set the Application type to CBR, Source 1D

to 2, and Destination ID to 3. Click on OK.

/ Epp\;

Figure 3-33: Application Configuration window

! |

t
lvlr

3.4 Configure Reports

3.4.1 Enablelogs (E.g.: Radio measurements, Radio resource allocation etc.)

Users can enable Network log files such as the Radio Measurement log, Radio Resource
Allocation log by Clicking on Configure reports tab > Plots icon in the top ribbon as shown below.
K Create Scenario P, Set Traffic [ Show/Hide Info

/| Network Performance Packet Trace All Network Packets Do not log ¥ | Reinjected from Emulator | Do not log v —

g
: - |
HI“ ﬂ Event Trace Dispatched to Emulator Do not log v Not Dispatched to Emulator = Do not log v =

View Results Tabular Summary Traces Emulator Logs Plots

Figure 3-34: Plots option in GUI.

The window that appears will display a list of Network logs that are applicable for the current

network. Users can enable checkboxes to generate the respective logs.
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i C P

Q
2
4 Network Logs

7
Select All oo

"

+| LTENR Radio Measurements Log

LTENR Resource Allocation Log =

=
LTENR Handover Log

b3
LTENR Code Block Log >

§
LTENR OLLA Log g
Mobility Log

=

2
Buffer Occupancy Log >
Application Packet Flow

m
Link Packet Flow g

Figure 3-35: Enabling the LTENR Radio Measurements log.

3.4.2 View results

The View Results option enables users to view and review the outcomes of their previous runs.

X Create Scenario T, Set Traffic (=8 Configure Reports [ Show/Hide Info

o A | Network Performance Packet Trace All Network Packets Do not log ¥ | Reinjected from Emulator | Do not log v ——
il =
btk Event Trace Dispatched to Emulator Do not log v Not Dispatched to Emulator | Do not log v i
View Results Tabular Summary Traces Emulator Logs Plots

Figure 3-36: View Results in GUI

3.4.3 Packet Trace and Event Trace

Packet and Event Trace files are valuable for in-depth simulation analysis. By default, these are
not enabled to prevent slowing down the simulation. To activate Packet Trace & Event Trace,
users can click on the Configure Reports tab in the top ribbon and check both packet trace and

event trace.

X Create Scenario 2 Set Traffic [E): Configure Reports | [ Show/Hide Info

. 4 ¥ Network Performance Packet Trace All Network Packets Do not log v Reinjected from Emulator Do not log > g |
Bl =
— (V] Event Trace Dispatched to Emulator Do not log v Not Dispatched to Emulator | Do not log v =9
View Results Tabular Summary Traces Emulator Logs Plots

Figure 3-37: Packet Trace and Event trace options present in Configure reports tab on top ribbon.

3.4.4 Heatmap

3.4.4.1 Introduction

The NetSim Heatmap Generator is a tool used to visualize wireless network performance metrics

such as Received Power, SINR, and SNR over a specified area.
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This tool generates heatmaps for Received Power, SINR, and SNR. For each network type,

specific devices are defined as transmitters and receivers. The table below shows the transmitter

and receiver device types, and the channels supported, for different network types.

Network Transmitter Receiver Channels
Internetworks Access Point Wireless Node DL
Internetworks Wireless Node Access Point UL
Mobile Ad Hoc Wireless Node . .

Networks (Omni/Sector) WHinElEEs bede () DI

TDMA Radio Wireless Node Wireless Node DL

Networks

5G NR gNB (Omni/Sector) UE DL
5G NR UE gNB (Omni/Sector) UL
LTE eNB (Omni/Sector) UE DL
LTE UE eNB (Omni/Sector) UL

Table 3-1: Transmitter and Receiver nodes based on signal direction in different networks.

The set of assumptions made when plotting heatmaps are listed below.

)l

Heatmap calculations are performed at time, 0 11, without considering mobility or fading
effects.

In Heatmap calculations:

o0 The downlink heatmap is generated by placing a virtual receiver at each grid point and
assuming that the transmitter sends packets to all the points. For example, in 5G, the
received power at virtual UEs located at various points in the grid, is calculated from
the gNB(s).

0 The Uplink heatmaps use virtual transmitters at grid points to send packets to fixed
receivers. For example, in 5G, the received power at the gNB is calculated assuming

virtual UEs at various points on the grid.

The heatmap plotted with signal direction as uplink takes into account only the transmit
power of the first receiver device dropped in the scenario.

5G NR and LTE heatmap calculates the signal quality metrics mentioned for the first
carrier (in case of carrier aggregation) and the first layer (in case of MIMO).

For MANETs and internetwork scenarios, the heatmap shows the maximum possible
interference, and might differ from Radio measurement logs. This is because the heatmap
assumes all transmitters are always transmitting and therefore causing interference. On
the other hand, the radio measurement log computes interference only when other
transmitters are transmitting.

For the single transmitter heatmap, the MCS and CQI tables are chosen based on that
device's properties. However, for the best transmitter heatmap, the CQI table is chosen

based on the properties of the first gNB/eNB dropped into the network.
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3.4.4.2 Data Points Selection

Data point selection varies across different networks. The selection method for each network type

is given below

1

For Internetworks, MANETs, and 5G, which use tables for color selection, small
discrepancies may occur because data intervals are rounded off during the writing
process.

Lower cut-offs represent the data points where NetSim considers no successful
transmission. Grid points below this threshold are shown as transparent on the heatmap.
The data range points for 5G color schemes are selected based on AMC tables following
3GPP standards.

The data range points for MANETSs and Internetworks heatmaps (Rx Power and SNR) are
based on IEEE 802.11 standards. For SINR, we set a lower transmission limit and divide
the SINR range into 10 equal divisions.

For TDMA and DTDMA heatmaps, the receiver sensitivity is used as the lower

transmission limit, and the heatmap points are divided into 10 equal divisions.

3.4.4.3 Heatmap Options

To generate a heatmap, go to the iConfigure Reportsodsection and click on the RF Heatmap (Beta)

. This will bring up the heatmap generation window as shown in Figure 3-39 .

© TETCOS LLP. All rights reserved

% Set Traffic

X Create Scenario ‘s Show/Hide Info

' Network Performance [] Packet Trace All Network Packets Log

Hlu } [] Event Trace

Reinjected from Emulator | Log

|

View Results Tabular Summary Traces Emulator Logs Plots RF Heatmap (Beta)

Dispatched to Emulator  Log Not Dispatched to Emulator | Log

Figure 3-38: Heatmap option present under configure reports tab in GUI.

Users can plot heatmaps for Receive Power, SNR, and SINR, with options for both uplink
and downlink signal directions.

However, there are some limitations:

o For MANETs, TDMA, and DTDMA, only downlink signal direction is available.
0 SINR is not supported for TDMA and DTDMA due to network property constraints.

After plotting a heatmap, you can re-plot it by changing the transmitter position or adjusting
device properties.

NetSim provides a color interpolation option for heatmaps, allowing smooth transitions
between colors.

By disabling the checkbox, "Display Wired/Other Devices", NetSim displays only the

transmitting and receiving devices and removes all the other devices from Heatmap.
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option to save the plotted heatmap. To do this, click the fi Eport

i ma glecdted at the bottom of the Create Heatmap window after plotting. Users can also

clickthein Op en

Dat aloc&exdatrtte dditom of the Create Heatmap window, to

obtain the data in CSV format.

‘ Ef Create Heatmap

RF Heatmap is available for the following networks (devices) only.
e

Create Heatmap

Show | Received Signal Level (dBm) ~ Signal Direction = DownlLink v
Create the heatmap for
O Single Transmitter (®) Best Transmitter
Transmitter = GNB v
v | Enable Color Interpolation
/| Display Wired/Other Devices
Generate
Color Scale
Min (dBm) | Max (dBm) Color Information =
-120 -113 Transparel ¥ |No transmission
= CQl Index: 1, MCS Index: 0, Modulation:
-113 -109 v 4 ‘
g 109 | Il odger 8 QPSK, Code Rate: 78
” ICQl Index: 2, MCS Index: 1, Modulation:
-100 -105 v 2 '
b 105 IlDeep Skt o, "o Rate: 103 -

Save Color Settings

Reset Colors

Apply Changes

Open Data Source | I Export Image

Clear Heatmap Close

Figure 3-39: Heatmap creation window for RF signal levels in a 5G network, showing received power.

1 NetSim allows users to check heatmap data at any point by clicking on the grid.

1 NetSim provides a default color scheme for each type of heatmap. Users can customize

the colors and re-plot the heatmap as needed.
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Figure 3-40: Received power Heatmap for 7 cell scenario with Omni-directional antenna.

3.5 Run Simulation

To simulate the created network scenario, users can click on Run Simulation in the ribbon at the

top ,the shortcut for same is Ctrl+R.

.
g | ®

File Run Simulation

Figure 3-41: Run Simulation icon in the Ribbon.

Set the Simulation Time to 10 seconds. Click on OK.

[ NetSim - Run Simulation — ] X

Simulation Time

Enter desired simulation time. Valid range is 0.0007 to 100,000 seconds.

Seed Value

Enter seed value between 1 to 99,999 999, The seed values are used to generate random
numbers in simulation.

Seed 1 | 12345675 Sesd 2 23456730

Run Cancel

Figure 3-42: Run Simulation window.
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3.6 Show/Hide Info

In NetSim, users can choose to display or hide information such as the IP address of devices,
device names, distances between devices, link speed, and more. To do this, click on the

Show/Hide Info tab in the top ribbon, as shown below

ﬁ File  Options Help | Network: Internetworks | Workspace: NetSim

J& Create Scenario 3 Set Traffic E:l Configure Reports % Show/Hide Info

Device IP [] Show Distance While Placing Device Show Wired Link Show Wired Link Information Show Application Flow "
d
Device Name Show Wireless Link
Device Properties Links Applications Icon set
0 50 100 150 200 250 300 350 400 450 500
0 I 1 I I I I I I I
1

50 A
100 +H

1
150 Speed: 100 Mbps

BER: 1E-07

Propagation Delay: 5 ps

3
200 A
Ppp1_CBR
Wired_Node_2 Wired_Node_3
IP address: 192.168.0.2 Gateway: 192.168.0.1 IP address: 192.169.0.2 Gateway: 192.169.0.1

250 A
300

Figure 3-43: Show or Hide display information such as IP Address of the devices, link speed etc.
I n Net Si m, the device | D acts as a ndevice

il nterface identifiero.

Similarly, users can enable or disable the display of wired and wireless links, as well as application

flows. This is useful for better visibility, especially in large scenarios.
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Figure 3-44: Disabling the wireless link and application flow from Show/ Hide Info tab

NetSim automatically displays the distance between nodes, such as Access Points and Wireless
Nodes, eNB/gNB and UE, Base Stations and CR CPE, as well as Base Stations and Mobile

Stations. This option is enabled by default

w File

Options  Help | Network: Internetworks | Workspace: NetSim

J& Create Scenario

T Set Traffic

[Z}: Configure Reports

L Show/Hide Info

[] Device IP

[] Show Wired Link

I [+#] Show Distance While Placing Device

Device Name

Show Wireless Link

[ Show Wired Link Information

[¥¥] Show Application Flow

&)

Device Properties Links Applications Icon set
0 50 100 150 200 250 300 350 400 450 500 550 600
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200
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Figure 3-45:

Distances displayed while placing devices on the grid.

Icon set in the Show/Hide Info panel will allow the user to change the icons for created scenario.
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Figure 3-46: Switching icons from default to small icons

3.7 Auto save

Auto Save automatically saves your scenarios in the case of application hang or crash, power

outage, or accidental closure of the program. Users can open the autosaved scenarios from the

Your Work > Auto Save folder.

[ NetSim Home

NetSim Professional
Network Simulation/Emulation Platform
Version 14.2.3 (64 Bit)

> C\Users\ALICEND: Default
New Simulation Ctr+N Name Date Modified
Your Work Ctrl+0 AutoSave 05/30/2024 3:04 PM
(£ sample 05/30/2024 3:00 PM
Examples
Experiments

Figure 3-47: AutoSave folder

3.8 Property Panel Headers

Network Type Size
Folder 4269 KB
Internetworks 64.56 K8

The property panel headers for Devices, Links, and Application window can be found on the

right-hand side of the Grid.
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Figure 3-48: Property panel headers available in GUI.

Property Panel Headers have many different features as explained below.

Modified Open Properties  Import Properties
Expand all Properties Floating Window from Excel

[ .

" NN @ e Eg >

I |

Incorrectly Description Export Properties to Close Panel
Configured Properties Excel
Properties

Figure 3-49: Features available in property panel header.
Expand All: Users can utilize this option to expand all the properties present in the configuration

panel.

Incorrectly Configured Properties: This feature aids users in identifying specific parameters

that have been configured incorrectly.

Modified Properties: The "Modified Properties" feature highlights parameters that have been

recently configured or adjusted, making it easy for users to track changes.
Description Properties: This option displays information about the parameter.

Open Properties in Floating Window: By selecting this option, a floating window will open,

allowing users to simultaneously edit the device properties.
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Export Properties to Excel: This NetSim feature enables users to save device, link, or

application configurations into an Excel spreadsheet, facilitating convenient editing and reuse.
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Import Properties from Excel: In NetSim, "Import Properties from Excel" enables users to

effortlessly apply configurations that have been previously saved in an Excel spreadsheet to

devices, links, or applications within their network simulations.
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Figure 3-51: Importing edited properties after clicking on " Import Properties from Excel".

Close Panel: This option allows users to close the currently active panel or window quickly and

easily.
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3.9 Rapid configurator

NetSim v14 has a new feature called the Rapid Configuration window, designed to significantly

speed-up the process of creating applications, devices, and links.
3.9.1 Rapid Device configurator

Users can find the Rapid Device Configurator functionality in the top ribbon on the design window.

M File  Options Help | Network: Internetworks | Workspace: Default-Workspace

X Create Scenario D, Set Traffic +1l Configure Reports i.@ Show/Hide Info
. i = . S i D
Save Wired Node [S2] L2 Switch L] Links
5 = = - | @ AN
» ~F 00000¢ LS \ 5
4(:| Close [ Wireless Node \-&\ L3 Switch [— L Applications

File Run Simulation Node Switch Access Point Router Wired/Wireless Links Rapid Configurator

Figure 3-52: Location of the Rapid Device Configurator in design window

When you click the Rapid Device Configurator option, the following window opens

Generate an Excel device . ‘
Delete selected option will

list for easy addition and Export device properties of hel del individual
configuration of devices individual or multiple devices elp ylo_u‘ E:,ete Inh'lvtl1 ua
based on existing ones. for already created scenario or multiple lists which we
have added
| | |
¥ NetSim - Rapid Device C-inﬁgurator l 1 - a X
Change lcon Export list to Excel Import list from Excel Export Properties to Excel Import Properties from Excel Delete Selected Close
3 :
| l ‘ Device ID Y ‘ Pevice Name Y | Device Type Y | X Pos Y ‘ Y Pos Y \ ‘
To sort gn more than one column press Ctrl key whilg selecting the columns.
Easily customize device icons Used to Import devices from Used to Import device property Close option will close
for individual or multiple an Excel file containing a list from Excel file containing a list the rapid configurator
devices dropped onto the grid. of devices of device properties window

Figure 3-53: Different options within the Rapid Device Configurator
3.9.1.1 Purpose

Create large scale scenarios using Excel.
Configure the selected devicesd (or all device

Delete selected/all devices from the scenario.

b=

Backup the device properties to excel and use it as template for future scenarios.

3.9.1.2 Steps to Configure Devices

We present below a simple example from the Internetworks library involving an access point and

wireless nodes.

Step 1 - Click onthe Create Scenario Tab and select the devices required to create the scenario.
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,»‘iw': Create Scenario ?.} Set Traffic il Configure Reports |_® Show/Hide Info

B, Save @ I;] Wired Mode |::| L2 Switch i i
n = WK
1:——| Close 1 Wireless Node |%| L3 Switch I—
File Run Simulation Mode Switch Arcess Point
Figure 3-54: Create Scenario Tab

Click on the environment (the grid) where the user wants to drop the devices.

! — 2 3
L T
000K 2 e %/ 1 _—
Access Point 1 Router_2 Wired_Node_3
o1 CER

1
|
| _
1
.
|

Wireless_Mode_4

Figure 3-55: A basic Scenario
In the screenshot above, a simple scenario has been created with a Wired node, Router, Access-
Point, and Wireless node, with an application configured from Wired node-3 to Wireless node-4.
However, if the user needs to connect a large number of Wireless Nodes to the Access-Point,
manually dropping and configuring each device can be time-consuming. The Rapid Configurator
addresses this challenge by enabling users to speed up adding multiple devices, links, and

applications to their network.

Step 2: Go to the top ribbon in Rapid configurator and select Devices which will open a new

Rapid Device Configurator window as shown below.

Figure 3-56: Rapid Device Configurator window in GUI

Step 3: In the Rapid Device Configurator window click on Export list to Excel option.
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